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. FIPS
1.1
1.2
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% i

1-1 clock datetime time date

11

clock datetime| |time date |

FHE: AT SH
N SE Bl BAS

<UNIS> clock datetime 10:30:20 2/23/2010

2010

1-1

1-2

2

23

10

30

20



1.4 undo

undo
undo undo undo
info-center enable undo info-center enable
1.5
151
° < >
FTP
Telnet

VLAN VLAN

%

“ ?n

15.2

FTP  Telnet

1-2

system-view

1-1



153

154

1.6

1-3

VLAN

quit

@ 15 AR

quit

public-key-code end

peer-public-key end

quit <Ctrl+zZ>
1-4
return
1 ?H
(1) <?>
<UNIS> ?
User view commands:
archive Specify archive settings
backup Backup next startup-configuration file to TFTP server
boot-loader Set boot loader
bootrom Update/read/backup/restore bootrom
cd Change current directory
clock Specify the system clock



<?>
<UNIS> terminal ?
debugging Send debug information to terminal
logging Send log information to terminal
monitor Send information output to current terminal
trapping Send trap information to terminal
<?>
<UNIS> system-view
[UNIS] interface vlan-interface ?
<1-4094> VLAN interface number
[UNIS] interface vlan-interface 1 ?
<Cr>
[UNIS] interface vlan-interface 1
<Cr>
) <?>
<UNIS> c?
cd

clock
cluster

copy
<UNIS> display cl?
clipboard
clock
cluster

1.7
171

1-5
1-5

<Backspace>

~ <Ctrl+B>

- <Ctrl+F>

<Tab>

<Tab>
- <Tab>

1-3



1.7.2

system-view sy
<Tab>
1.7.3
display show display xx
. cmdkey
. <Tab>

1-6

show xx

alias

undo

system-view

command-alias enable

command-alias mapping cmdkey alias

display command-alias

1-4



1.7.4

1-7

system-view

hotkey { CTRL_G | CTRL_L | CTRL_O |
CTRL_T | CTRL_U } command

display hotkey

1-8

%

<Ctrl+G> <Ctrl+L> <Ctr[+O>

<Ctrl+T> <Ctrl+U> NULL

e <Ctrl+G>
e <Ctrl+L>
e <Ctrl+O>

display current-configuration
display ip routing-table IPv4
undo debugging all

1-8

<Ctrl+A>

<Ctrl+B>

<Ctrl+C>

<Ctrl+D>

<Ctrl+E>

<Ctrl+F>

<Ctrl+H>

<Ctrl+K>

<Ctrl+N>

<Ctrl+P>

<Ctrl+R>

<Ctrl+V>

<Ctrl+W>

<Ctrl+X>
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1.7.5

<Ctrl+Y>

<Ctrl+Z>

<Ctrl+]>

<Esc+B>

<Esc+D>

<Esc+F>

<Esc+N>

<Esc+P>

<Esc+<>

<Esc+>>

@ 15 AR

1-9

system-view

info-center synchronous

@ 15t AR

« info-center synchronous

Y/N




1.8

1-10
1-10
% Unrecognized command found at "' position. N
% Incomplete command found at "' position. N
% Ambiguous command found at "' position. N
Too many parameters
% Wrong parameter found at ‘' position. N
1.9
191
1-11

display history-command

1 <Ctrl+P>

I <Ctrl+N>

% i
Windows 200X XP Terminal Telnet
Windows 9X Tl Windows 9X
<Ctrl+P> <Ctrl+N>

1-7



display cu display current-configuration

1.9.2

1-12

display cu

system-view

user-interface { first-num1

[ last-num2 ]}

[last-num1] | { aux | vty }first-num2 | -

size-value

history-command max-size

10

@ 17t AR

user-interface  history-command max-size

1.10
1.10.1

1.

1-13
1-13
<Ctrl+C>
<PageUp>
<PageDown>
24 screen-length

screen-length “

1-8

”



1-14

screen-length

screen-length screen-length
disable 24
1.10.2
% i
| { begin | exclude | include } regular-expression ] display
display
1.
display
. | { begin | exclude | include } regular-expression
PY 13 /H 13 _” b +H
“r begin “ -7 exclude
‘o include
begin exclude include
. begin
. exclude
. include
regular-expression 1 256
1-15
1-15
. string user user Auser
Astring

1-9



. string user$ user
string$ UserA
A vlan
* zo* z z0oo (zo)* z0 z0zo
+ zo+ Z0 Z00 z
deflint def int
NS ab ab a(b _ab ab
- ab_ ab
) T 19 1-9 19 a h
a-h a h
[16A] 16
A [1-36A]
(] 1 2 36 A -
] (] 11
(Istring] 10
0 +” * (123A) 123A 408(12)+
40812 408121212 408
. (string)\1 string
\ ' 0 index stringstring  (stringl)(string2)\2 string2
\index 1 index \ 1 \ stringlstring2string2  (string1)(string2)\1\2
n index 1 n stringl string2
stringlstring2string1string2
[*16A] 16 A
o 16 A
[*16A] abc
m16 1 16 16A
\<string string \<do domain doa
string\> string do\> undo abcdo
charactelcharacter2 charactel \ba 2 - charactel a character?
\bcharacter2 2a ba
\b [*A-Za-z0-9 ]
\Bcharacter \Bt install t big top t

character character

1-10



charactelcharacter2
viw vlan v charactel | character2

characterl\w character2 v\w service i character?

\w [A-Za-z0-9_]
W \b \Wa -a - charactel a character2

2a ba
\ \ \\ \ \» N
\\b \b

2.
(1) begin
# “ user-interface”

<Sysname> display current-configuration | begin user-interface
user-interface aux O

user-interface vty 0 15

authentication-mode none

user privilege level 3

#

return
(2) exclude
#

<Sysname> display ip routing-table | exclude Direct
Routing Tables: Public

Destination/Mask Proto Pre Cost NextHop Interface
10.1.1.0/24 static 60 2 10.1.1.2 Vlan2
(3) include

# Vlan

<Sysname> display ip routing-table | include Vlan
Routing Tables: Public

Destination/Mask Proto Pre Cost NextHop Interface
192.168.1.0/24 Direct O 0 192.168.1.42 V1an999

1.111
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01 2 3

1-16
1-16
0
ping tracert telnet ssh2
l . .
debugging terminal refresh reset send
2
3 FTP TFTP XModem
RFC
1.11.2
AAA
1 AAA
scheme
AAA
1-17 AAA
system-view
user-interface { first-num1 [ last-num1] |
{‘aux | vty } first-num2 [ last-num2 ] }
authentication-mode scheme vTY
scheme password AUX
quit
SSH “ " " SSH2.0 SSH
password
. local-user
. authorization-attribute 0

1-12



level 0

RADIUS
HWTACACS
LDAP

%

. user-interface
authentication-mode user privilege level ! " “

. AAA “ " “ AAA " local-user
authorization-attribute “ " “ AAA "

. SSH “ " “ SSH2.0 "

2. AAA

# VTY 1 Telnet 3

<Sysname> system-view

[Sysname] user-interface vty 1
[Sysname-ui-vtyl] authentication-mode scheme
[Sysname-ui-vtyl] quit

[Sysname] local-user test
[Sysname-luser-test] password cipher 123
[Sysname-luser-test] service-type telnet

VTY 1 Telnet test 123
0 01 2 3
[Sysname-luser-test] authorization-attribute level 3
3.
. scheme SSH  publickey
. none password
1-18 SSH  publickey
SSH
SSH “ "
publickey “ SSH2.0
scheme

1-13



system-view

user-interface { first-numl [ last-num1] |
{‘aux | vty } first-num2 [ last-num2 ] }

authentication-mode scheme

VTY
password AUX

user privilege level level

Console
3

1-19

none password

system-view

user-interface { first-num1 [ last-num1] |
{‘aux | vty } first-num2 [ last-num2 ] }

authentication-mode { none |
password }

VTY
password AUX

user privilege level level

Console
3

. Telnet

<Sysname> system-view

[Sysname] user-interface vty 0 15

[Sysname-ui-vty0-15] authentication-mode none
[Sysname-ui-vty0-15] user privilege level 1

<Sysname> ?

User view commands:

Telnet

display Display current system information

ping Ping function

quit Exit from current command view

rsh Establish one RSH connection

ssh2 Establish a secure shell client connection

1-14



super Set the current user priority level
telnet Establish one TELNET connection
tftp Open TFTP connection

tracert Trace route function

Telnet

<Sysname> ?
User view commands:

debugging
dialer
display

ping

quit

refresh

reset

rsh
screen-length

Enable system debugging functions

Dialer disconnect

Display current system information

Ping function

Exit from current command view

Do soft reset

Reset operation

Establish one RSH connection

Specify the lines displayed on one screen

send Send information to other user terminal interface
ssh2 Establish a secure shell client connection
super Set the current user priority level
telnet Establish one TELNET connection
terminal Set the terminal line characteristics
tftp Open TFTP connection
tracert Trace route function
undo Cancel current setting
. Telnet 2

<Sysname> system-view
[Sysname] user-interface vty 0 15
[Sysname-ui-vty0-15] authentication-mode password
[Sysname-ui-vty0-15] set authentication password cipher 123
[Sysname-ui-vty0-15] user privilege level 2
Telnet 0
Telnet 123

1.11.3

0 ping tracert

display

1-15



local

super password

scheme

HWTACACS/RADIU
S AAA

HWTACACS/RADIUS

HWTACACS/RADIUS
HWTACACS/RADIUS
- « AAA "

HWTACACS/RADIUS

ISP

local scheme

AAA

VTY

AUX

scheme local

AAA

AAA HWTACACS/RADIUS

1-20

system-view

super authentication-mode
{local | scheme } *

local

FIPS

super password [ level
user-level ] [ hash ] { cipher |
simple } password

FIPS

super password [ level
user-level ] { cipher | simple }
password

local

1-16



super password 3

AAA 120s AAA
AUX local

1-21

super [ level ]

Super

1-22

local R

local scheme

none/password
scheme -

scheme local

local -

AAA
local scheme

scheme AAA
scheme -

scheme local

1-17



. local
. scheme
. scheme
local
. scheme 5
° “ ” “ CLI ”
1.11.4
1-16
1-23
system-view
command-privilege level level
view view command 1-16

1.12

1.13 CLI

save

reset

display

1-18

display



1-24

display command-alias [ | { begin | exclude | include }
regular-expression ]

display clipboard [ | { begin | exclude | include } regular-expression ]

1-19
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255 Modem Password FIPS
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1

Z

o FIPS FIPS
FIPS “ " “ FIPS”
o FIPS
o FIPS Telnet HTTP
1.1
Console Console
None 3
Telnet Telnet
Console
. Telnet
Telnet o VLAN IP Telnet
FIPS IP
o VTY VTY Password
o VTY VTY
0
CLI
SSH SSH
Console
o SSH SSH
SSH o VLAN IP Telnet
IP
o VTY scheme VTY
Password
o VTY VTY
0
Modem Modem Modem
_ 3
Web Web
Console
Web
o VLAN IP Web
IP




. Web Web
. Web Web
. Web Telnet Web
NMS NMS
Console
NMS . VLAN P NMS
P
. SNMP
Console Telnet Web  Modem NMS
1.2
1.2.1
Console Telnet SSH
Line
User-interface view
. Console
. Telnet SSH
. AUX Console Console
Console EIA/TIA-232 DCE

. VTY Virtual Type Terminal
Telnet SSH

1.2.2

A Console
VTY 1 VTY 1

AUX VTY

1-2

VTY

Console



1.2.3

1.
0
1 AUX VTY display user-interface
2.
. AUX 0
. VTY VTY 0 VTY 1



2 CLI

2.1 CLI
CLI
CLI Console Telnet SSH Modem Console
Telnet SSH Modem CLI
. Console
. Telnet SSH Console
Console Telnet SSH Modem
Console Telnet SSH Modem
2.2 Console
2.2.1 Console
Console
2-1
2-1 Console
. RS-232 Console @
Host Switch
Console
. Console 2.2.2
Console
. Console Console
2.2.3 Console
. Console
Console Console
2.2.4 Console None

2-1



FIPS 2.2.5 Console Password
FIPS 2.2.6 Console AAA
Scheme
. Console 2.2.7 Console
2.2.2 Console
2-1 Console
Console
Console Console
Console Console
2-2 Console
9600bit/s
1
8
@ PC DB-9
PC 9 RJ-45 Console
2-2 PC
.RS—ZBZ Console @
Host Switch

I3

E==3
=]

A

2-2



Z i
C

P PC
PC DB-9 PC RJ-45
RJ-45 DB-9
2 PC Windows XP/Windows 2000
9600bit/s 8 1
2-3 2-5
X
PC Windows 2003 Server Windows
PC Windows 2008 Server

Windows 7 Windows Vista

21

Fi A B NEE AR AT
BT )
Joma|

AR IR RE A

EE HE) ©):  [PEAREME @6 =l
ESE: 010

HESHE): |

EENERW: (RG]

W miE |
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2 x|
IS (B): |gsno |
BEREO: [5 =]
HiEuh @) [ =]
Ltz @) [1 =]
BEREN©: [T =]
T BE | mEw |
)
<UNIS>
(4) “ ?"
2.2.3 Console
Console Console
Console none password scheme
. none Console
Console
. password Console
password
. scheme Console
“ ” 113 AAA
" scheme
Console 2-3
2-3
None 2.2.4
Password
Password 2.2.5

2-4



Scheme
RADIUS/HWTACACS
AAA AAA
Scheme AAA 2.2.6
AAA
Z i
Console
2.2.4 Console None FIPS
1.
Console
Console None
3 2.2.2
Console
2.
2-4 Console
system-view
user-interface aux
AUX first-number [ last-number ]
authentication-mode
none Console
none
AUX - 2.2.7 Console

2-5



Console
<UNIS> 2-6
2-6 Console

e TN T o L T
ijing Uni Yue ¢ , Ltd.
it

v i 3 v e e e e v v o o e o e o Ve o

UNIS SHELL/4/LOGIN:

] R RS 1) PR ] 8= :
UNIS SHELL ELL LOGIN: d in from aux7.

2.2.5 Console Password FIPS
1.
Console
Console None
3 2.2.2
Console
2.
2-5 Console
system-view -
user-interface aux
AUX first-number [ last-number | i
authentication-mode
password Console
none
set authentication password
[ hash ] {cipher | simple}
password
AUX - 2.2.7 Console

2-6



Console
<UNIS> 2-7

2-7 Console

He e A v A e A o e ok e e e W o ok ok o

available.

from aux7.

2.2.6 Console AAA Scheme
1.
Console AAA
Console None
3 2.2.2
Console
2.
2-6 Console AAA

system-view -

AUX user-interface aux first-number
[ last-number ]

authentication-mode scheme Console
none

command authorization

2-7



AAA

AAA
AAA AAA
HWTACACS
command accounting
HWTACACS
HWTACACS
AAA AAA
quit -
ISP domain domain-name
AAA
authentication default local
{ hwtacacs-scheme local
hwtacacs-scheme-name [ local ] | local | RADIUS
none | radius-scheme HWTACACS
radius-scheme-name [ local ] }
. RADIUS
HWTACACS
quit "
e AAA




local-user user-name

FIPS

password [ [ hash ]{cipher | simple }
password ]

FIPS
password

authorization-attribute level level

service-type terminal

AUX
2.2.7 Console

F

. HWTACACS IP
b ” g AAA ”

. ISP HWTACACS “ ” “ AAA

. HWTACACS IP
“ ” e AAA ”

. ISP HWTACACS ! ” “ AAA

2-9



2 i

Scheme AAA

- AAA local authorization-attribute level level
« AAA RADIUS HWTACACS RADIUS HWTACACS

AAA RADIUS HWTACACS “ " “ AAA "

Console
admin
<UNIS> 2-8

2-8 Console AAA

Je He o e e A o ok A A o e ok ok e o o o ok

available.

Please press ENTER.

in authentication

/LOGIN:
1:admin 1«
N:

2.2.7 Console

Console 2-7

2-7 Console

system-view -

copyright-info enable

user-interface aux
AUX first-number [ last-number ] i

2-10



AUX

Console

speed speed-value 9600bit/s
parity { even | mark | none |
odd | space } Console
none
stopbits {1] 1.5 2} Console
Console
databits {5]6]7|8}
ASCII
7
ASCII
activation-key character
<Enter>
escape-key { default |
character } <Ctr+C>
flow-control { hardware |
none | software } none
ANSI
terminal type { ansi | vt100 } Telnet
ANSI
80
VT100
L Console
user privilege level level 3
FIPS
screen-length screen-length o4

screen-length 0

history-command max-size
value

2-11



10 10

idle-timeout minutes 10 10
[ seconds ]

idle-timeout O

==
A b =

Console Console Console
Console Console
PC Console

2.3 Telnet FIPS

2.3.1 Telnet

Telnet Telnet

2-9 Telnet

IP network

Telnet client Telnet server

2-8 Telnet
VLAN IP Telnet
Telnet
Telnet Telnet
Telnet
Telnet
VLAN P
Telnet Client
. Telnet Client Telnet Client Telnet Server
o Telnet Client

2-12



Telnet Server

. Telnet Server Telnet Server
Telnet Client
. Telnet Server Telnet
Password Telnet
Telnet Console
Telnet
Telnet
. Telnet
2.3.2 Telnet
. Telnet
Telnet
Telnet 2.3.3 Telnet Client
None 2.3.4 Telnet Client Password
2.35 Telnet Client AAA Scheme
. Telnet 2.3.6 VTY
Telnet Telnet Server 2.3.7
Telnet Client
2.3.2 Telnet
Telnet Telnet
Telnet none password scheme
. none Telnet
Telnet
. password Telnet
password
Console Telnet
. scheme Telnet
“ ” “ AAA "
scheme
Console Telnet
Telnet _ 29
2-9 Telnet
None 233

2-13



2.3.3

Password
Password 234
Scheme
RADIUS/HWTACACS
AAA AAA
Scheme AAA 2.35
AAA
Telnet Client None
1.
Telnet
Console None
222
Console
2.
2-10 None
system-view
Telnet telnet server enable Telnet
VTY user-interface vty first-number
[ last-number ]
vry authentication-mode none VTY
password
user privilege level level VTY
0
VTY -
2.3.6 VTY

2-14



Telnet
. VTY 2-10
. “ All user interfaces are used, please try later!” Telnet

2.3.4 Telnet Client Password
1.
Telnet
Console None
3 2.2.2
Console
2.
2-11 Password

system-view -

Telnet telnet server enable Telnet

VTY user-interface vty first-number
[ last-number ]

authentication-mode password VTY
password

set authentication password [ hash ]
{ cipher | simple } password

user privilege level level
VTY

2-15



VTY - 2.3.6 VTY
Telnet
<UNIS> 2-11
. “ All user interfaces are used, please try later!” Telnet
2-11 Telnet

s o e e P A v o o o e W e o o ok o e e

2.3.5 Telnet Client AAA Scheme
1.
Telnet Server AAA
Console None
3 2.2.2
Console
2.
2-12 Telnet AAA

system-view -

Telnet telnet server enable Telnet

VTY user-interface vty first-number |
[ last-number ]

2-16



RADIUS

authentication-mode scheme HWTACACS AAA
/
command authorization
AAA
AAA
AAA AAA
HWTACACS
command accounting
HWTACACS
HWTACACS
AAA AAA

quit

ISP

domain domain-name
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authentication default AAA
{ hwtacacs-scheme local
AAA hwtacacs-scheme-name [ local ] local
| local | none | radius-scheme
radius-scheme-name [ local ] } RADIUS HWTACACS
. » “ AAA "
quit
e AAA
local-user user-name
password { cipher | simple }
password
VTY authorization-attribute level
level 0
VTY service-type telnet
quit -
vTY - 2.3.6 VTY
= s
. HWTACACS IP
13 ” “ AAA ”
. ISP HWTACACS “ K “ AAA
= i
. HWTACACS IP
13 ” " AAA ”
. ISP HWTACACS “ ” “ AAA
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2 i

Scheme AAA
e« AAA local authorization-attribute level level
« AAA RADIUS HWTACACS RADIUS HWTACACS
AAA RADIUS HWTACACS “ " “ AAA K
Telnet
. admin
<UNIS> 2-12
. “ All user interfaces are used, please try later!” Telnet
2-12 Telnet AAA

A A e Fe e A ok o ok ok

n authentication

Username : admin

Yo v v e W A o o e v o ok e e o ok o e o o ok

2.3.6 VTY

2-13 VTY
system-view
copyright-info enable
telnet client source {ip

Telnet Client ip-address | interface .
interface-type Telnet Client
interface-number }

VLAN VLAN i/r;tir;‘rz]aferfvlani-clinterface
an-interface- VLAN
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VLAN

VLAN

P

ip address ip-address { mask |
mask-length }

VLAN

quit

VTY

user-interface vty first-number
[ last-number ]

VTY

shell

VTY

protocol inbound { all | ssh |
telnet }

Telnet
SSH

escape-key { default |
character }

<Ctrl+C>

terminal type { ansi | vt100 }

ANSI

screen-length screen-length

24

screen-length 0

history-command max-size
value

10 10

VTY

idle-timeout minutes
[ seconds ]

10
10

idle-timeout 0

auto-execute command
command
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Telnet

o
A FE

. auto-execute command
. auto-execute command save
VTY AUX
2.3.7 Telnet Client
1.
Telnet Client Telnet Server
2-13
Console None
3 2.2.2
Console
2-13
PC Telnet client Telnet server

= i

Telnet Client  Telnet Server

2-14 Telnet Client Telnet Server

telnet remote-host [ service-port ] [ source
{interface interface-type interface-number | ip
ip-address } ]

Telnet Client
Telnet Server

Telnet Server
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2.4 SSH

24.1 SSH

SSH Secure Shell

SSH P
SSH SSH
2-14
2-14 SSH
%“§" IP network &f§"
Telnet client Telnet server
2-15 SSH
VLAN IP SSH
SSH
SSH SSH
SSH
SSH
VLAN P
SSH Client
. SSH Client SSH Client SSH Server
. SSH Client
SSH Server
. SSH Server SSH Server
SSH Client
- SSH Server SSH
Console SSH Server
SSH
. SSH SSH
SSH
SSH
. SSH SSH Server 2.4.3
SSH
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2.4.2 SSH
1.
SSH Client
Console None
222
Console
2.
2-16 SSH
system-view -
DSA RSA public-key local create { dsa|rsa} DSA
RSA
SSH ssh server enable SSH
VTY user-interface vty first-number )
[ last-number ]
authentication-mode scheme
scheme password
SSH protocol inbound { all | ssh | telnet } Telnet SSH
FIPS SSH
local-user user-name
password { cipher | simple } password
VTY authorization-attribute level level 0
VTY service-type ssh
quit -
SSH SSH ssh user username service-type
stelnet authentication-type
SSH SSH

{password | {any |
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password-publickey | publickey }
assign publickey keyname }

VTY - 236
VTY
Z i
SSH “ " “ SSH2.0 "
2.4.3 SSH
1.
SSH Client
2-13
Console None
3 2.2.2
Console
2-15
PC SSH client SSH server
Z i
Telnet Client  Telnet Server
2.
2-17 SSH Client
SSH Client ssh2 server server IPv4
SSH IPv4 20
SSH Client .
ssh2 ipv6 server
SSH IPv6 server IPv6
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SSH Server
2.5 Modem
25.1 Modem
Console Modem PSTN Public Switched Telephone
Network
PSTN
Modem
Modem
. Modem Modem
2.5.3 Modem
. Modem
Modem Modem
2.5.4 Modem None
FIPS 2.5.5 Modem
Password FIPS 2.5.6 Modem AAA
Scheme
. Modem 2.2.7 Console
2.5.2 Modem
Modem
3
Modem
2-18 Console Modem
PC Modem
Modem
Console Modem

Console Modem

Modem

Modem
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(2) 2-16 PC Console
Modem

2-16

Consolel]
PC Modem Modem Device
(2)
PC Modem Modem Console
Modem
X nm
Modem AUX
e Console Speed Modem
e Console
(3 Modem
AT&F-—— - Modem
ATSO=1————— e
ATED———— - — e DTR
ATE&KO——— oo
AT&RL———— e RTS
AT&S0——— e DSR
ATEQL&W-————————— e —— modem
Modem AT&V

Z i

Modem Modem
(4) PC Windows XP/Windows 2000
Modem 2-17
2-19

2-26



Z im
PC Windows 2003 Server
PC

Windows 7 Windows Vista

Windows
Windows 2008 Server

(5) Modem

i A B HRF B E R BT
E ) -

IRemotecfg

Bl (1)

2-18
2lxl

AR EIERRE R
R (HhEE ) iC): |PNREFE @6) |
ESE): o10
RS E): [1z34567E
ZEFERT{ER ) IAgere Systems AC 9T Modem ﬂ

T B |

2-27



2-19 PC

= .I'_. Remotecfs

RS 12345678 oM. .. |
FritrE L) |I#%§.‘E v[ HEREM D). .. |

BIAT: T )

e il |

(6) Password
<UNIS> “r
@ “ CONNECT9600"
<UNIS>
(8) “ ?11
= inm
. PC “ ATH” modem
113 AT+ + +11 {3 OK”
1] ATH” “ OKH
Bl pc
. PC
modem
2.5.3 Modem
AUX Modem

Modem none password scheme

. none Modem
Modem
. password Modem
password
Modem Modem

. scheme Modem
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" scheme
Modem Modem
Modem 2-3
2-19
None 2.5.4
Password
Password 255
Scheme
RADIUS/HWTACACS
AAA AAA
Scheme AAA 2.5.6
AAA
25.4 Modem None FIPS
1.
Modem
Console None
3 2.2.2
Console
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2-20 Modem
system-view -
user-interface aux
AUX first-number [ last-number] |
authentication-mode
none Modem
none
AUX - 2.5.7 AUX
Modem
<UNIS> 2-20
2-20 Modem

2.5.5

Console

Modem

K & Aok ok ok ok

Tue Technc

available.

/LOGIN

1:
SHELT, ] . LOGIN:

Password

Modem

Console

2-30

A A A ok ok ok ok e e ok ok

.y Ltd.

FIPS

2.2.2

None

from

aux’7.




2-21 Modem

system-view -
user-interface aux

AUX first-number [ last-number ] i
authentication-mode
password Modem

none

set authentication password
[ hash ] {cipher | simple }
password

AUX - 2.5.7 AUX

Modem

<UNIS> 2-21

available.

from aux7.

2.5.6 Modem AAA Scheme

Modem AAA
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Console

None
3 2.2.2
Console
2.
2-22 Modem AAA
system-view
AUX user-interface aux first-number
[ last-number ]
RADIUS
HWTACACS AAA
authentication-mode scheme
AUX
none
command authorization AAA
AAA
AAA AAA
. HWTACACS
command accounting
HWTACACS
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HWTACACS

quit

ISP

domain domain-name

authentication default

{ hwtacacs-scheme
hwtacacs-scheme-name [local ] | local |
none | radius-scheme
radius-scheme-name [ local ] }

quit

AAA
local

local
RADIUS
HWTACACS

. RADIUS
HWTACACS
“ " “ AAA

local-user user-name

FIPS

password [[ hash ]{cipher | simple }
password ]

FIPS

password

authorization-attribute level level

service-type terminal

AUX

257 AUX
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2 i

. HWTACACS IP
b ” 3 AAA ”

. ISP HWTACACS “ ” “ AAA

. HWTACACS IP
“ ” e AAA ”

. ISP HWTACACS ! ” “ AAA

Z i

Scheme AAA
e AAA local authorization-attribute level level
e AAA RADIUS HWTACACS RADIUS HWTACACS
AAA RADIUS HWTACACS “ " “ AAA K
Modem
admin
<UNIS> 2-22
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e v A v e e W A o e e o o ok e o o ok e

available.

LOGIN:
.0.1:admin gin from .
HELL L admin 1 in from aux7.

system-view -

copyright-info enable

user-interface aux
AUX first-number [ last-number ] )

9600bit/s
speed speed-value

parity { even | mark | none |
odd | space} none

AUX

stopbits {1]|1.5]|2}

databits {5] 6|78} 8

ASCII
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ASCII
activation-key character
<Enter>
escape-key { default |
character } <Ctrl+C>
flow-control { hardware |
none | software } none
ANSI
terminal type { ansi | vt100 } Telnet
ANSI
80
VT100
L AUX
user privilege level level 3
FIPS
screen-length screen-length o4

screen-length 0

history-command max-size
value

10 10

idle-timeout minutes
[ seconds ]

10 10

idle-timeout O
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. Console
Console
e Console

Console

Console

PC

Speed Modem

Console

Console

2.6 CLI

2-24 CLI

Telnet Client
IP

display telnet client configuration
[|{begin | exclude |include }
regular-expression ]

display users [ | { begin | exclude |
include } regular-expression ]

display users all [| { begin | exclude
| include } regular-expression ]

display user-interface [ numl | { aux
| vty }num2][summary ][| {begin |
exclude |include }
regular-expression ]

free user-interface { numl | { aux |
vty } num2 }

lock

FIPS

send {all | n uml | {aux | vty } num2}
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3 Web

3.1 Web
Web Web
PC Web
Web Web Console
Web HTTP HTTPS VLAN
IP Web Web
Web
. HTTP HTTP  Hypertext Transfer Protocol
Internet Web HTTP TCP/IP
TCP HTTP HTTP/1.0
. HTTPS HTTPS Secure HTTP HTTP SSL Secure Sockets
Layer HTTP HTTPS SSL
3-1 Web
VLAN IP Web
Web HTTP
HTTPS
Web
Web
VLAN IP
Web Web
Web
3.2 HTTP FIPS
3-2 HTTP
system-view
HTTP ip http enable Web




HTTP

HTTP ip http port port-number 80
HTTP
ACL HTTP
HTTP ACL ip http acl acl-number HTTP ACL
ACL
Web web idle-timeout minutes
Web web logbuffer size pieces
local-user user-name
password { cipher | simple }
password
Web authorization-attribute level level Web
Web service-type telnet
quit -
VLAN VLAN interface vlan-interface
vlan-interface-id VLAN
VLAN
ip address ip-address { mask |
VLAN P mask-length } VLAN
IP
3-3 HTTPS
system-view -
. PKI
PKI SSL “ " “ PKI
" PKI SSL




“ ”

“ SSL

SSL
HTTPS
. HTTPS
HTTPS SSL
HTTPS SSL ip https ssl-server-policy
policy-name HTTPS
HTTPS SSL
e HTTPS
SSL
HTTPS
. HTTPS
. HTTPS
HTTPS iphnpscenmCMe_ HTTPS
access-control-policy SSL
policy-name client-verify enable
. HTTPS
permit
HTTPS
« PK| »
HTTPS
HTTPS SSL
SSL
HTTPS ip https enable
SSL HTTPS
SSL
SSL
HTTPS




3.4

ip
https enable HTTPS
HTTPS ip https port port-number HTTPS
443
ACL HTTPS
HTTPS ACL ip https acl acl-number HTTP ACL
ACL
Web web idle-timeout minutes
Web web logbuffer size pieces
local-user user-name
password { cipher | simple }
password
Web authorization-attribute level level Web
Web service-type telnet
quit -
VLAN VLAN interface vlan-interface
vlan-interface-id VLAN
VLAN
ip address ip-address { mask |
VLAN P mask-length } VLAN
IP
Web
display Web



3.5

3.5.1

3-4 Web

Web display web users [ | { begin | exclude | include } regular-expression ]
HTTP display ip http [ | { begin | exclude | include } regular-expression ]
HTTPS display ip https [ | { begin | exclude | include } regular-expression ]
Web
HTTP FIPS
1.
PC IP 192.168.0.58/24
2.
3-1 NMS
IP network RW‘"‘§"
PC Device
3.
2
# Console VLAN 1 VLAN 1 VLAN IP
192.168.0.58 255.255.255.0

<Sysname> system-view

[Sysname] interface vlan-interface 1

[Sysname-VLAN-interfacel] ip address 192.168.0.58 255.255.255.0
[Sysname-VLAN-interfacel] quit

# Web admin admin 3

[Sysname] local-user admin

[Sysname-luser-admin] service-type telnet
[Sysname-luser-admin] authorization-attribute level 3
[Sysname-luser-admin] password simple admin

1)

# PC IP IP 192.168.0.58

Web 3-2
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3-2 Web

tebPIE R S

meel ]
unis ==

EoiNs] EGTP

i E A% -

# “ Web " admin
< > Web

3.5.2 HTTPS

1.

Web

HTTPS HTTP Security SSL HTTP Web
SSL

. Device HTTPS Device
. HTTPS Host Device

Device Host CA Certificate Authority new-ca
= i
R Windows Server CA CA SCEP Simple Certificate

Enrollment Protocol
Device Host CA

3-3 HTTPS



Device

10.1.1.1/24 10.1.2.1/24

10.1.1.2/24

Host CA
3.
Q) HTTPS Device
# PKI en http-serverl FQDN  ssl.security.com

<Device> system-view

[Device] pki entity en

[Device-pki-entity-en] common-name http-serverl

[Device-pki-entity-en] fqdn ssl.security.com

[Device-pki-entity-en] quit

# PKI 1 CA new-ca URL
http://10.1.2.2/certsrv/mscep/mscep.dll RA en
[Device] pki domain 1

[Device-pki-domain-1] ca identifier new-ca

[Device-pki-domain-1] certificate request url http://10.1.2_2/certsrv/mscep/mscep.dll
[Device-pki-domain-1] certificate request from ra

[Device-pki-domain-1] certificate request entity en

[Device-pki-domain-1] quit

# RSA
[Device] public-key local create rsa
# CA

[Device] pki retrieval-certificate ca domain 1

# Device

[Device] pki request-certificate domain 1

# SSL myssl PKI 1

[Device] ssl server-policy myssl

[Device-ssl-server-policy-myssl] pki-domain 1

[Device-ssl-server-policy-myssl] client-verify enable
[Device-ssl-server-policy-myssl] quit

# mygroupl DN Distinguished
Name new-ca

[Device] pki certificate attribute-group mygroupl
[Device-pki-cert-attribute-group-mygroupl] attribute 1 issuer-name dn ctn new-ca
[Device-pki-cert-attribute-group-mygroupl] quit

# myacp new-ca

[Device] pki certificate access-control-policy myacp

3-7



[Device-pki-cert-acp-myacp] rule 1 permit mygroupl
[Device-pki-cert-acp-myacp] quit

# HTTPS SSL myssl

[Device] ip https ssl-server-policy myssl

# HTTPS myacp new-ca
HTTPS

[Device] ip https certificate access-control-policy myacp

# HTTPS

[Device] ip https enable

# usera 123 telnet

[Device] local-user usera
[Device-luser-usera] password simple 123
[Device-luser-usera] service-type telnet

2 HTTPS Host
Host IE http://10.1.2.2/certsrv Host
3)
Host IE https://10.1.1.1 new-ca Host
Device Web usera 123 Device
Device

HTTPS

Web

= i

. HTTPS URL “ https://” HTTP URL “ http://”
N PKI 13 ” 13 PKI ”
. public-key local create rsa “ " “

SSL * ” “ SSL "
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4 NMS

4.1 NMS
NMS Network Management Station Agent
NMS iMC
NMS NMS
Console NMS
4-1 NMS
VLAN IP NMS
SNMP
NMS NMS NMS
4.2 NMS
PC VLAN1 PC VLAN1
4-1 NMS
IP network W“§"
PC Device
4-2 SNMP SNMP v3
system-view -
SNMP Agent
SNMP Agent snmp-agent
snmp-agent
display
SNMP Agent
snmp-agent group v3 group-name
SNMP [ authentication | privacy ]
[ read-view read-view ] [ write-view SNMP
write-view ] [ notify-view

4-1



notify-view ] [ acl acl-number ]

SNMP

snmp-agent usm-user v3
user-name group-name [ [ cipher ]
authentication-mode { md5 | sha}
auth-password [ privacy-mode
{3des | aes128 | des56 }
priv-password ] ] [ acl acl-number ]

cipher
auth-password  priv-password

4-3 SNMP

SNMP v1 SNMP v2c

system-view

SNMP Agent

snmp-agent

SNMP Agent

snmp-agent
SNMP
Agent

MIB

snmp-agent mib-view { excluded |
included } view-name oid-tree
[ mask mask-value ]

ViewDefault

oD 1

SNMP

snmp-agent community { read |
write } community-name [ acl
acl-number | mib-view view-name ]*

SNMP

snmp-agent group {v1l|v2c}
group-name [ read-view read-view ]
[ write-view write-view ]

[ notify-view notify-view ] [ acl
acl-number ]

SNMP

snmp-agent usm-user { vl |v2c}
user-name group-name [ acl
acl-number ]

SNMP vl v2c

SNMP v3

SNMP vl SNMP v2c
NMS
Agent

2 i

SNMP vl SNMPv2c
“ SNMP ”

SNMP v3

SNMP

4.3 NMS

NMS

1)
# P

1.1.1.1/24

iMC

NMS
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#

<Sysname> system-view

# SNMP Agent

[Sysname] snmp-agent

# SNMP

[Sysname] snmp-agent group v3 managev3group read-view test write-view test
# SNMP

[Sysname] snmp-agent usm-user v3 managev3user managev3group

1) NMS

NMS
X i
NMS
(2)
PC iMC 1P iMC 1P 192.168.4.112
http://192.168.4.112:8080/imc 1P
< >
NMS SNMP MIB
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5.1
5-1
5-1
IP Telnet ACL 5.2.2
Telnet IP IP  Telnet ACL 5.2.3
MAC Telnet ACL 5.2.4
SNMP IP ACL 5.3.2
Web IP Web ACL 5.4.2
5.2 Telnet FIPS
521
Telnet IP IP MAC
5.2.2 IP  Telnet
2000 2999
ACL “ ACL QoS K “ ACL K
5-2 IP  Telnet
system-view -
ACL acl [ipv6 ] number acl-number
[ match-order { config | auto } ] config
rule [rule-id ] { permit | deny } [ source
{ sour-addr sour-wildcard | any } | time-range
time-name | fragment | logging ]*
ACL quit -
user-interface [ type ] first-number )
[ last-number ]
IP | acl [ipv6 ] acl-number {inbound |
Telnet outbound } inbound Telnet

5-1



ACL

outbound Telnet
Telnet
ACL
5.2.3 P IP  Telnet
3000 3999
ACL “ ACL QoS " “ ACL "
5-3 ACL
system-view -
ACL acl [ ipv6 ] number acl-number
[ match-order { config | auto } ] config
rule [ rule-id ] { permit | deny } rule-string
IP IP
ACL quit -
user-interface [ type ] first-number )
[ last-number ]
inbound Telnet
acl [ipv6 ] acl-number { inbound | n OL,jAnCL ene
IP IP  Telnet outbound }
outbound Telnet
Telnet ACL
5.24 MAC Telnet
4000 4999
ACL “ ACL QoS " “ ACL "
5-4 ACL
system-view -
ACL acl number acl-number [ match-order
{ config | auto }] config
rule [ rule-id ] { permit | deny } rule-string
MAC
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ACL quit -

user-interface [ type ] first-number
[ last-number ]

MAC Telnet acl acl-number inbound inbound Telnet
ACL
2 i
Telnet Client IP  Telnet IP
525
1.
IP  Telnet 10.110.100.52 10.110.100.46 Telnet
2.
5-1 Device Telnet ACL
Host A

10.110.100.46

IP network

Device

.7

Host B
10.110.100.52

3.
#

<Sysname> system-view

[Sysname] acl number 2000 match-order config
[Sysname-acl-basic-2000] rule 1 permit source 10.110.100.52 0
[Sysname-acl-basic-2000] rule 2 permit source 10.110.100.46 O
[Sysname-acl-basic-2000] quit

# 10.110.100.52 10.110.100.46
[Sysname] user-interface vty 0 4

[Sysname-ui-vty0-4] acl 2000 inbound

Telnet



5.3 IP

SNMP
SNMP

5.3.1

5.3.2 IP

2000 2999

ACL “ ACL QoS K “ ACL ?
5-5 P

system-view -

acl [ ipv6 ] number acl-number [ match-order

ACL {config | auto }]

config

rule [rule-id ] { permit | deny } [ source { sour-addr
sour-wildcard | any } | time-range time-name |
fragment | logging J*

ACL quit -

snmp-agent community { read | write }
SNMP 4 N
community-name [ acl acl-number | mib-view
view-name J*

snmp-agent group { vl | v2c } group-name
[ read-view read-view ] [ write-view write-view ]

SNMP [ notify-view notify-view ] [ acl acl-number ] SNMP

snmp-agent group v3 group-name

[ authentication | privacy ] [ read-view read-view ]
[ write-view write-view ] [ notify-view notify-view ]
[ acl acl-number ]

snmp-agent usm-user { vl | v2c } user-name
group-name [ acl acl-number ] “ SNMP

SNMP snmp-agent usm-user v3 user-name group-name
[[ cipher ] authentication-mode { md5 | sha}
auth-password [ privacy-mode { 3des | aes128 |
des56 } priv-password ] ] [ acl acl-number ]

”

5.3.3

IP 10.110.100.52  10.110.100.46 SNMP
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5-2  SNMP ACL

.7

Host A
10.110.100.46

.7

Host B
10.110.100.52

3.
#

<Sysname> system-view

IP network

Device

[Sysname] acl number 2000 match-order config

[Sysname-acl-basic-2000] rule 1 permit source 10.110.100.52 0O
[Sysname-acl-basic-2000] rule 2 permit source 10.110.100.46 O

[Sysname-acl-basic-2000] quit
#

10.110.100.52

[Sysname] snmp-agent community read aaa acl 2000
[Sysname] snmp-agent group v2c groupa acl 2000
[Sysname] snmp-agent usm-user v2c usera groupa acl 2000

10.110.100.46

5.4 IP Web FIPS
Web Web HTTP
Web
54.1
Web IP
54.2 IP Web
2000 2999
ACL “ ACL QoS K “ ACL ”
5-6 IP  Web
system-view
ACL acl [ipv6 ] number acl-number
[ match-order { config | auto } ]
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config

rule [ rule-id ] { permit | deny } [ source
{ sour-addr sour-wildcard | any } |
time-range time-name | fragment |

logging I*
ACL quit -
ip http acl acl-number HTTP HTTPs
Web
ip https acl acl-number
5.4.3 Web
Web
5-7 Web
Web free web-users { all | user-id user-id |
user-name user-name }
544
1.
IP  Web 10.110.100.52 Web
2.
Host A

10.110.100.46

S

Host B
10.110.100.52

5-3  Switch HTTP

3.
#

<Sysname> system-view

IP network

Device

ACL

5-6



[Sysname] acl number 2030 match-order config
[Sysname-acl-basic-2030] rule 1 permit source 10.110.100.52 0O

# 10.110.100.52 Web
[Sysname] ip http acl 2030
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1 Frp

Z i

. FIPS FIPS
FIPS “* ” “ FIPS”
. FIPS
e FIPS FTP/TFTP SFTP
1.1 FTP
1.1.1 FTP
FTP File Transfer Protocol IP
WWW  World Wide Web
FTP Email
Web FTP
FTP TCP/IP
TCP 20 21 20 21 FTP
RFC959
FTP
. .bin .btm
. ASCII ixt .bat .cfg
1.1.2 FTP
FTP
. FTP 1-1 Device FTP PC FTP
Device ftp PC FTP
. FTP 1-1 Device FTP PC FTP
PC FTP Device FTP /
1-1 FTP

S

8

Device

FTP

Internet

PC



1-1 FTP

FTP
Device FTP ftp FTP FTP
FTP
FTP
PC FTP FTP
FTP
1-2 FTP
FTP
FTP display ftp-server
FTP
Device ETP
FTP
FTP
FTP FTP
PC FTP ETP
FTP ETp
. FTP FTP FTP
. FTP IE IE
IE FTP
1.2 FTP
-
3 ftp FTP FTP

FTP

1-2



121 FTP
FTP FTP FTP
ftp FTP open
ftp FTP
Loopback IP IP FTP
P ACL ACL
IP
IP P FTP
FTP
b FTP
. ftp client source ftp
. ftp client source ftp ftp
. ftp client source ftp ftp
FTP
1-3 FTP IPv4
system-view -
ETP ftp client source { interface interface-type
interface-number | ip source-ip-address } FTP
quit -
ftp [ server-address [ service-port ] [ source
FTP {interface interface-type interface-number | ip
source-ip-address } ] ] ftp
open FTP
FTP ftp
FTP open server-address [ service-port ]
= inm
. FTP
. ftp client source FTP IP IP
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1-4 FTP IPv6
ftp ipv6 [ server-address [ service-port ] [ source
ETP ipv6 source-ipv6-address ] [ -i interface-type ]
interface-number ] ] ftp ipv6
) open ipv6
S ftp ipv6 ETP
FTP open ipv6 server-address [ service-port ] [ -i
interface-type interface-number ]
1.2.2 FTP
FTP FTP 1.2.1 FTP
FTP
1-5 FTP
FTP / dir [ remotefile [ localfile ] ]
FTP / Is [ remotefile [ localfile ] ]
FTP cd { directory | .. |/}
FTP FTP
cdup
FTP pwd
FTP mkdir directory
FTP rmdir directory
1.2.3 FTP
FTP FTP 1.2.1 FTP
FTP FTP FTP
() dir Is FTP
)
3) FTP ASCII
(4) Icd FTP FTP
/
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(5) /

1-6 FTP
Is /
FTP / dir [ remotefile [ localfile ] ] dir /
Is /
FTP / Is [ remotefile [ localfile ] ] dir /
FTP delete remotefile
FTP ASCII ascii
ASCII
FTP binary
ASCII
passive
FTP lcd
FTP put localfile [ remotefile ]
FTP get remotefile [ localfile ]
1.24
FTP FTP 1.2.1 FTP
FTP FTP
/
1-7
FTP

user username [ password ]
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1.25 FTP

FTP FTP 1.2.1 FTP
FTP
1-8 FTP
FTP FTP remotehelp
[ protocol-command ]
FTP verbose verbose
FTP FTP debugging FTP
1.2.6 FTP
FTP FTP 1.2.1 FTP
FTP
1-9 FTP
FTP ;
disconnect
ETP ! close
FTP close
FTP disconnect
FTP
bye FTP
quit
FTP ;
quit FTP
bye
1.2.7 FTP
1.
. Device FTP PC FTP P Device PC
e Device PC PC
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- PC FTP

pwd FTP
2.
1-2 FTP
| it |
| Device (FTP client)
| IP:10.2.1.1/16
Master Slave
(Member_ID=1) (Member_ID=2)

B B RN IRFIE S

3.

10.1.1.1/16

Internet

abc

FTP server

a3 _ﬁ_
A TE

fixdisk

delete /unreserved file-url

# FTP

<Sysname> ftp 10.1.1.1
Trying 10.1.1.1 ...
Connected to 10.1.1.1.

220 WFTPD 2.0 service (by Texas Imperial Software) ready for new user

User(10.1.1.1:(none)):abc

331 Give me your password, please
Password:

230 Logged in successfully

# binary

[ftp] binary

200 Type set to I.

# newest.bin PC

. newest.bin PC Master
[ftp] get newest.bin

. newest.bin PC Slave
[ftp] get newest.bin slot2#flash:/newest.bin
# config.cfg

[ftp] ascii

[ftp] put config.cfg back-config.cfg

227 Entering Passive Mode (10,1,1,1,4,2).

125 ASCII mode data connection already open, transfer starting for /config.cfg.
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226 Transfer complete.

FTP: 3494 byte(s) sent in 5.646 second(s), 618.00 byte(s)/sec.

[ftp]l bye

# newest.bin

<Sysname> boot-loader file newest.bin slot all main
This command will set the boot file of the specified board. Continue? [Y/N]:y
The specified file will be used as the main boot file at the next reboot on slot 1!
The specified file will be used as the main boot file at the next reboot on slot 2!

#

<Syshame> reboot

==
A TR

boot-loader “ ” “ ?
1.3 FTP
FTP
1.3.1 FTP
FTP put FTP
o FTP
FTP
d FTP
FTP
1-10 FTP
system-view -
FTP ftp server enable
FTP
ACL Access
Control List
ftp server acl acl-number
FTP ACL FTP




FTP ftp timeout minutes 30
FTP
FTP ftp update {fast | normal } ETP ETP
normal
quit -
FTP free ftp user username
1.3.2 FTP
FTP FTP
FTP
FTP FTP FTP
AAA Authentication, Authorization and
Accounting “ ” “ AAA "
/ /
/ /
1-11 FTP
system-view -
local-user user-name
FTP
password { simple | cipher } password
o FTP
ETP service-type ftp
FTP
authorization-attribute { acl acl-number |
callback-number callback-number |
idle-cut minute | level level | user-profile FTP/SFTP
profile-name| user-role security-audit | 0
vlan vlan-id | work-directory
directory-name } *
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% i

« |ocal-user

password service-type ftp

authorization-attribute

13 " “ AAA ”
. FTP
/ FTP 3
FTP 0
1.3.3 FTP
1.
- Master Slave IRF Master 1 Slave
. IRF FTP PC FTP IP IRF PC
. IRF PC FTP IRF IRF
. FTP ftp pwd
2.
1-3 FTP
P~ |
| IRF (FTP server) I
| IP:1.1.1.1/16 |
| |
. | Master Slave
FTP client I (Member_ID=1) (Member_ID=2) :
1.2.1.1/16 | |
Internet
!
PC | |
| |
D e e e = J
IRF
3.
Master  Slave fixdisk delete
funreserved file-url
(1) IRF FTP Server
# IRF pwd 3
Flash ftp FTP

<Sysname> system-view
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[Sysname] local-user ftp
[Sysname-luser-ftp] password simple pwd
[Sysname-luser-ftp] authorization-attribute level 3
[Sysname-luser-ftp] authorization-attribute work-directory flash:/
Slave 2 Flash “ authorization-attribute
work-directory flash:/” “ flash:/” “ slot2#flash:/”
[Sysname-luser-ftp] service-type ftp
[Sysname-luser-ftp] quit
# IRF  FTP

[Sysname] ftp server enable
[Sysname] quit
(2) PC FTP Client

# FTP FTP

c:\> ftp 1.1.1.1

Connected to 1.1.1.1.

220 FTP service ready.
User(1.1.1.1:(none)):ftp

331 Password required for ftp.
Password:

230 User logged in.

# IRF config.cfg PC

ftp> get config.cfg back-config.cfg

# newest.bin  Master

ftp> put newest.bin

ftp> bye

3) IRF

# newest.bin Slave 2

<Sysnhame> copy newest._bin slot2#flash:/

# newest.bin

<Sysname> boot-loader file newest.bin slot all main
This command will set the boot file of the specified board. Continue? [Y/N]:y
The specified file will be used as the main boot file at the next reboot on slot 1!
The specified file will be used as the main boot file at the next reboot on slot 2!

# IRF

<Sysname> reboot

=
A T

boot-loader
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1.4 FTP

display FTP
1-12 FTP
ETP display ftp client configuration [ | { begin | exclude | include }
regular-expression ]
FTP display ftp-server [ | { begin | exclude | include } regular-expression ]
FTP display ftp-user [ | { begin | exclude | include } regular-expression ]
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2 TETP

21 TFTP

2.1.1 TFTP

TFTP Trivial File Transfer Protocol

FTP TFTP
TFTP UDP UDP
TFTP RFC1986
TFTP
. TFTP TFTP
. TFTP TFTP
TFTP
. .bin  .btm
. ASCII Ixt .bat .cfg
2.1.2 TFTP
TFTP TFTP
2-1 TFTP
TFTP client TFTP server
Device PC
TFTP TFTP IP
TFTP
2-1 TFTP
. P TFTP
Device TFTP
. TFTP TFTP
PC TFTP TFTP TFTP




2.2

TFTP
TFTP TFTP TFTP
destination-filename
destination-filename
destination-filename
tftp TFTP
Loopback IP IP TFTP
IP ACL
IP
IP
TFTP TFTP
. TFTP
. tftp client source tftp
. tftp client source tftp
tftp
. tftp client source tftp
tftp
2-2 TFTP
system-view -
ACL .
TETP tftp-server [ ipv6 ] acl acl-number
ACL TFTP
TETP tftp client source { interface interface-type
interface-number | ip source-ip-address }
TFTP
quit -
tftp server-address { get | put | sget } source-filename
IPv4 TFTP /| [ destination-filename ] [ source { interface
/ interface-type interface-number | ip
source-ip-address } ]
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IPv6 TFTP

/

tftp ipv6 tftp-ipv6-server [ -i interface-type
interface-number ] { get | put } source-file
[ destination-file ]

Z i

. TFTP
. TFTP IP IP
2.3 TFTP
display TFTP
2-3 TFTP
TETP display tftp client configuration [ | { begin | exclude |
include } regular-expression ]
2.4 TFTP
1.
. Master  Slave IRF Master 1 Slave 2
L IRF TFTP PC TFTP IP IRF PC
. IRF TFTP PC IRF config.cfg

PC
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r
| IRF (TFTP client)
1 IP:1.1.1.1/16

Master Slave TFTP server

(Member_ID=1) (Member_ID=2)

1.2.1.116
Internet

PC

BEH]: RSO ERRIRFIE S

3.

(1) PC TFTP

. PC TFTP
. TFTP

(2) IRF TFTP

NS
TEE

Master Slave fixdisk delete
funreserved file-url

# newest.bin PC Master Slave

. newest.bin PC Master
<Sysname> tftp 1.2.1.1 get newest.bin
. newest.bin PC Slave 2
<Sysname> tftp 1.2.1.1 get newest.bin slot2#flash:/newest.bin
# IRF config.cfg TFTP
<Sysname> tftp 1.2.1.1 put config.cfg configback.cfg
# newest.bin
<Sysname> boot-loader file newest.bin slot all main
This command will set the boot file of the specified board. Continue? [Y/N]:y

The specified file will be used as the main boot file at the next reboot on slot 1!
The specified file will be used as the main boot file at the next reboot on slot 2!

# IRF IRF

<Sysname> reboot



boot-loader
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1.1

111

1.1.2

1.2

1-1
a.cfg a.cfg
Master
file-name 1 91 a.cfg Master a.cfg
Slave a.cfg
Slave a.cfg
path/file-name path 1 135 test/a.cfg test
path a.cfg
flash:/test/a.cfg Master Flash
drive Master test a.cfg
drive:/[path]/ffile-na flash Slave 1 135 Slave 2
me slotX#flash X Flash a.cfg
slot2#flash
display irf slot2#flash:/a.cfg

1-1



121

1-2
dir [ /all ] [ file-url ]
1.2.2
1-3
pwd
1.2.3
1-4
cd { directory | .. |/ }
1.24
1-5
mkdir directory
1.2.5
1-6

rmdir directory
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Z

delete

. rmdir

rmdir

1.3
%
save
1.3.1
1-7
dir [/all ] [ file-url ]
1.3.2
1-8
more file-url
1.3.3
1-9

rename fileurl-source fileurl-dest




134

1-10
copy fileurl-source fileurl-dest
1.35
1-11
move fileurl-source fileurl-dest
1.3.6
1-12
delete [ /unreserved ] file-url
. delete file-url
reset
recycle-bin
. delete /unreserved file-url
delete file-url reset recycle-bin
1.3.7
1-13

undelete file-url
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1.3.8

1-14
cd { directory | .. |/}
reset recycle-bin [ /force ]
1.3.9
1-15
crypto-digest sha256 file file-url
1.4
Q) PC
)
3
1-16

system-view

execute filename
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1.5

151

format

1-17

fixdisk

fixdisk device

format device

=
A TR

. Master fixdisk Slave

fixdisk

1.5.2 Nand Flash

Nand Flash
Nand Flash Block

1.
Nand Flash

page

Nand Flash



1-18

Nand Flash
andrias display nandflash badblock-location [ | { begin |
exclude | include } regular-expression ]
fixdisk device
2.
1-19
display nandflash file-location filename [ | { begin |
exclude | include } regular-expression ]
display nandflash page-data page-value [ | { begin |
exclude | include } regular-expression ]
1.6
. alert
. quiet
1-20
system-view -
file prompt { alert | quiet }
alert
1.7
#

<Sysname> dir
Directory of flash:/

drw- - Feb 16 2006 11:45:36 logfile
-rw- 1218 Feb 16 2006 11:46:19 config.cfg
drw- - Feb 16 2006 15:20:27 test
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3 -rw- 184108 Feb 16 2006 15:30:20

97920 KB total (63790 KB free)
# test mytest
<Sysname> cd test

<Sysname> mkdir mytest

%Created dir flash:/test/mytest.
#

<Sysname> pwd

flash:/test

# test

<Sysname> dir

Directory of flash:/test/

0 drw- - Feb 16 2006 15:28:14

97920 KB total (63790 KB free)
#

<Sysname> cd ..

#

<Sysname> pwd
flash:

1-8

aaa.bin

mytest
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