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1 CLI

1.1

CLI Command Line Interface

Console /Telnet/SSH

1-1
11
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* Copyvright (c) 2015-2016 Beijing Unis Heng¥Yue Technology Co., Ltd.
* Without the owner's prior written consent,

* no decompiling or reverse—engineering shall be allowed.
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*
*

<UNIS>system-view
System View: return to User View with Ctrl+z.
[UNIS]

1.2

1.2.1

[Sysname-vlan100]
VLAN VLAN 100 VLAN 100

1-2
1-2

> RHOHUE

| » VLAN#MK

—> F’ 4/l
MEME — > RGNE —— R

> A P



FTP
Telnet
. [ ]
VLAN VLAN
BGP BGP IPv4 BGP-VPN IPv4
<?>
F i
“ ” sysname sysname
1.2.2
11
system-view
1.2.3
. quit
. peer-public-key end
1-2
quit
1.24
quit

<Ctrl+Z>



1-3

return
<?>

(1) <?>
<Sysnanme> ?
User view commands

archi ve Archive configuration

backup Backup the startup configuration file to a TFTP server

boot - | oader Software image file nmanagenent
2 <?>

<?>

<Sysname> termninal ?
logging Display |logs on the current termna
monitor Enable to display |Iogs on the current term na
<?>

<Sysnane> system Vi ew

[ Sysnane] interface vlan-interface ?
<1-4093> Vlan-interface interface nunber

[ Sysnanme] interface vlian-interface 1 ?

<Cr>

<1-4093> 1 4093 <cr>

3) <?>
<Sysnane> f?
f di sk
fixdi sk
f or nat
free
ftp
<Sysnane> di splay ftp?
ftp
ftp-server
ftp-user

1-3



1.4 undo

undo
undo

1.5

15.1

1-4

1-4

info-center enable

1-7

undo info-center enable

511

<Backspace>

<>

<>

<t >

< >

<Tab>

<Tab>

<Tab>

1.5.2 STRING TEXT

ooy w \u

<Enter>
512

STRING
ASCII
“ ?11

32 126

@ ?11



153

S startup saved-configuration system-view
. system-view sy s s
. startup saved-configuration sts
<Tab>
154
undo
display show display clock
display clock show clock
. <Tab>
<Tab> <Tab>
1-5
system-view -
command-alias enable
cmdkey
command-alias mapping cmdkey alias
undo
cmdkey
display command-alias
155

1-6 1-7

1-5



1-6

system-view

hotkey {ctrl_g |ctrl_I |ctrl_o |
ctrl_t | ctrl_u } command

<Ctrl+G>

display

current-configuration

<Ctrl+L>
IPv4

<Ctrl+O>

<Ctrl+T>
<Ctrl+U>

display ip routing-table

undo debugging all

display hotkey

1-7

<Ctrl+A>

<Ctrl+B>

<Ctrl+C>

<Ctrl+D>

<Ctrl+E>

<Ctrl+F>

<Ctrl+H>

<Ctrl+K>

<Ctrl+N>

<Ctrl+P>

<Ctrl+R>

<Ctrl+V>

<Ctrl+W>

<Ctrl+X>

<Ctrl+Y>

<Ctrl+zZ>




1.5.6

1.6

<Ctrl+]>

<Esc+B>

<Esc+D>

<Esc+F>

<Esc+N>

<Esc+P>

<Esc+<>

<Esc+>>

system-view

info-center synchronous

<Enter>

1-9

% Unrecognized command found at "' position.

[\

% Incomplete command found at "' position.

“w An

% Ambiguous command found at "' position.

“w oA

% Too many parameters.

% Wrong parameter found at "' position.

[T

1-7



1.7

1-10
1-10
history-command
max-size size-value
display “ "
history-command 10
size-value 0
1024
display 0
history-command
all
display current-configuration
display current-configuration
display cu
1.8
1.8.1
1.
1-11
1-11

1-8



<Ctrl+C>

<PageUp>

<PageDown>

screen-length

1-12

24

screen-length

” “

screen-length

screen-length

screen-length

‘ 24
disable
1.8.2
display by-linenum
by-linenum
5 ‘o by-linenum  begin
display . .
display command | by-linenum

# VLAN 999
<Sysnane> di splay vlan 999 |

by-1i nenum

1: VLAN ID: 999

S S A

VLAN type: Static

Rout e interface: Configured
I P address: 192.168.2.1
Subnet mask: 255.255.255.0
Descri ption: For LAN Access
Nare: VLAN 0999

Tagged ports: None



9: Untagged ports:

10: G gabitEthernet3/1/1
1.8.3
display
display | {begin | exclude | include } regular-expression
begin exclude include
. begin

. exclude
. include

regular-expression 1 256

1-13
<CTRL+C>
1-13
N Auser user Auser
$ user$ user userA
.S as bs
e 70* z Z00
*
e (z0)* z0 Z0z0
+ + zZo+ Z0 Z00 z
| deflint def int
0 “ogrm e (123A) 123A 408(12)+ 40812
408121212 408
. (string)\1 string
v index \1 stringstring ~ (string1)(string2)\2 string2
\index \ string1string2string2
index 1 \ n (;:ir;lngzl)(StFmQZ)\l\Z strlsrt]rgilr% 1string2stringlstring2
index 1 n g ? ? ’ °
e [16A] 16 A
. e [1-36A] 123
6 A -
] [ 1]
[Istring] 1 [
[*16A] 16 A
o 16 A
["16A] abc m16 1 16 16A

1-10



{n} n n o{2} Bob food
{n,;} n n o{2,} Bob foooood
m n n m
{n,m} n m o{1,3} fod food foood foooood fd
\< \<do domain doa
\> do\> undo cdo
b er\b never verb
\ber erase verb
\B er\B verb never
\w w [A-28-20-9_] Viw vian wv\w service
NA - - -
\W \w [*A-Za-20-9_] \Wa -a 2a ba
\ e \\ \
\ ° \/\ N
* \\b \b
# “ line”
<Sysnanme> di splay current-configuration | begin line

line aux O
user-rol e network-operator
#
line con O
user-rol e network-adm n
#
line vty 0 63
aut henti cati on- node schene
user -rol e network-operat or
#
ssh server enable
#
return

#

<Sysname> display ip routing-table | exclude Direct

1-11



Destinations : 12 Routes : 12

Desti nati on/ Mask Proto Pre Cost Next Hop Interface
2.2.2.0/24 OSPF 10 2 1.1.2.2 GE3/1/2
# SNMP
<Sysnane> di splay current-configuration | include snnmp

snnp- agent

snnp-agent community wite private

snnp- agent comunity read public

snnp-agent sys-info version all

snnp- agent target-host trap address udp-domain 192.168.1.26 parans securitynanme public

184
display
1-14
display command > filename
display command >> filename
# display vlan 1 vlan.ixt

<Sysnane> display vlan 1 > vlan.txt
# vlan.txt display >
<Sysnanme> nore vl an.txt
VLAN ID: 1

VLAN type: Static

Route interface: Not configured

Descri ption: VLAN 0001

Narme: VLAN 0001

Tagged ports: None

Unt agged ports:

G gabi t Et hernet 3/ 1/ 2

# display vlan 999 vlan.txt
<Sysnane> di splay vlan 999 >> vl an. txt
# vlan.txt display >>
<Sysnanme> nore vl an.txt
VLAN ID: 1

1-12



1.85

1.9

VLAN type:

Static

Route interface: Not configured

Descri ption:
Narme: VLAN 0001
Tagged ports:

VLAN 0001

None

Unt agged ports:
G gabi t Et hernet 3/ 1/ 2

VLAN I D: 999
VLAN type: St
Route interface: Configured

| P addr ess:

atic

192.168.2.1

Subnet mask: 255.255.255.0

Descri ption:
Narme: VLAN 0999
Tagged ports:

For LAN Access

None

Unt agged ports:
G gabi t Et hernet 3/1/1

display “1.8.2 "t 1.83
” 13 1.8-4 ”
1-15

display command [ | [ by-linenum ] { begin | exclude | include }
regular-expression ] [ > filename | >> filename ]

# test.txt

<Sysnane> di splay current-configuration | by-linenum> test.txt

# SNMP test.txt

<Sysnane> di splay current-configuration | include snnp >> test.txt

# “ user-group”

b :” 13 user—group” 13 _” 13 user—group!l

<Sysnane> di splay current-configuration | by-linenum begin user-group

114:
115-
116-

user-group system

#
return

save

1-13



save

display

1-14

reset
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1 RBAC

1.1 RBAC
RBAC Role Based Access Control “ <-> "
“ <_> ”
RBAC
RBAC
RBAC
1.1.1
A B
. VLAN VPN
VLAN 10 GigabitEthernet3/1/1
1.
/
XML
1) RBAC
. display
dir
] info-center
enable debugging
. ping FTP
ftp
@) OSPF OSPF
3)
L2 L3 L2 L3
L2 L3
(4) XML XML XML XML
XML



(1)

()

3

4) XML

VLAN
/VLAN/VPN
IVLAN/VPN
/VLAN/VPN

vian
VLAN 10

11

RBAC
XML
1 A
A
VPN
display
VLAN
VLAN

XML
2 B 3 A
B
VLAN VPN
/VLAN VPN
/VLAN/VPN
VLAN
VLAN 10
VLAN
VLAN
1-1

network-admin

security-logfile save

security-logfile summary

display
info-center security-logfile directory

1-2



. display display
history-command all display security-logfile summary
display role name network-operator

network-operator ©
. XML
. XML
e level-0 ping tracert ssh2 telnet super
e Jlevel-1 level-0

display display history-command all

level-n (n=0 15) e level-2 level-8 level-10 level-14

e level-9
display history-command all RBAC
Debug
e level-15 network-admin
. display security-logfile
summary info-center security-logfile directory security-logfile
save “ "
security-audit
. more
dir mkdir “
& i
. level-15 RBAC
user-role authentication-mode protocol inbound set
authentication password / /
. level-0 level-14

display history-command all

1-3



1.1.2

AAA Authentication Authorization Accounting

AAA
(1) AAA scheme AAA
. AAA
AAA RADIUS HWTACACS
(2) AAA none password
A gos
apply policy 2 B gos apply
policy qos apply
policy
Z m
e AAA “ " “ AAA”
. publickey  password-publickey SSH
SSH “ " " SSH”
1.2 RBAC
1-2 RBAC
1.3
1.4
1.5
1.6




1.3

1.4

141

1-3

64

system-view

role name role-name

network-admin network-operator
levelln n 0 15

security-audit level-0
level-14

description text

1-4

/ permit/deny
/ permit/deny
I
/ permit/deny
I
XML / permit/deny
XML [
256

command-string

feature-name

feature-group-name

XML feature-name
XML

1024

system-view

role name role-name

command-string

rule number { deny | permit } command

rule number { deny | permit } { execute |
read | write } * feature [ feature-name ]

1-5



rule number { deny | permit } { execute |
read | write } * feature-group
feature-group-name

XML

rule number { deny | permit } { execute |
read | write } * xml-element [ xml-string ]

quit

role feature-group name
feature-group-name

L2 L3

L2 L3
64

feature feature-name

1.4.2

1-5

VLAN VPN
IVLAN/VPN

system-view

role name role-name

interface policy deny

permit interface interface-list

1-6

VLAN

system-view

role name role-name




VLAN
VLAN vlan policy deny VLAN
VLAN
VLAN
VLAN
VLAN
VLAN permit vlan vlan-id-list
VLAN
VLAN
1-7 VPN

system-view -
role name role-name -

VPN

VPN vpn-instance policy deny VPN
VPN
VPN
VPN
VPN permit vpn-instance VPN
vpn-instance-name&<1-10> VPN
VPN

1.5

Z

151

AAA

AAA

network-operator



1-8

system-view

role default-role enable

none
1.5.2 AAA
AAA AAA AAA
AAA “ ” “ AAA”
RADIUS
HWTACACS roles="namel name2 namen" namel
name2 namen
AAA
1.5.3 AAA
AAA AAA

1-9

” “

AAA”

system-view

local-user user-name class
{manage | network }

1-8



authorization-attribute
user-role role-name

network-admin level-15

network-operator

64
154 AAA
AAA SSH
13 ” 13 ” publickey
password-publickey SSH
SSH 13 ” 13 SSHH
1-10 AAA

system-view -

line {first-num1 [ last-num17] |

{‘aux | console | vty } first-num2

[ last-num2 ]}

line class { aux | console | vty } R cLl

Console/AUX

user-role role-name

network-admin

network-operator

64

1.6

1-9



1-11
1-11
super password
local
Console/AUX
HWTACACS/RADIUS
HWTACACS
scheme RADIUS . HWTACACS/RADIUS ISP
AAA HWTACACS/RADIUS “
" “ AAAY
. HWTACACS/RADIUS
local scheme Console VTY AAA AUX
AAA AAA HWTACACS/RADIUS
scheme local
AAA
level-n
. HWTACACS
HWTACACS
HWTACACS
level-3

level-0 level-1

user-name-format
. RADIUS

level-2 level-3

“ $enabn$”
level-n n RADIUS

HWTACACS

level-3

1-10



“ $enab3$@domain-name” “ $enab3$”
user-name-format

. b quit
1-12
system-view
super authentication-mode { local local
| scheme } *
local
super password [ role rolename ]
[{ hash | simple } password ]
network-admin
3.
1-13
super [ rolename ]
1.7 RBAC
display RBAC
1-14 RBAC

display role [ name role-name ]

display role feature [ name feature-name | verbose ]

display role feature-group [ name feature-group-name ] [ verbose ]

1-11



1.8 RBAC

1.8.1 Telnet
1.
1-1 Telnet Router Router Telnet
Telnet userl@bbb rolel
rolel

GigabitEthernet3/1/2  GigabitEthernet3/1/4

2.
1-1 Telnet /
GE3/1/1
192.168.1.70/24@
Telnet user Router

192.168.1.58/24

3.
# GigabitEthernet3/1/1  IP Telnet Router

<Rout er > system vi ew

[Router] interface gigabitethernet 3/1/1
[Router-G gabitEthernet3/1/1] ip address 192.168.1.70 255.255.255.0
[ Rout er-G gabit Et hernet3/1/1] quit

# Router  Telnet

[Router] telnet server enable

# Telnet AAA

[Router] line vty 0 63

[Router-line-vty0-63] authentication-nmode schenme
[Router-line-vty0-63] quit

# ISP bbb AAA

[ Router] donmin bbb

[ Rout er-i sp-bbb] authentication |ogin |ocal

[ Rout er-i sp-bbb] authorization |ogin |Iocal

[ Rout er-isp-bbb] quit

# rolel

[Router] role nane rol el

# 1

[Router-role-rolel] rule 1 permt read feature

# 2

[Router-role-rolel] rule 2 permt conmand systemview ; interface *

# GigabitEthernet3/1/2 GigabitEthernet3/1/4

1-12



[Router-role-rolel] interface policy deny

[Router-role-rolel-ifpolicy] permt interface gigabitethernet 3/1/2 to gigabitethernet
3/1/4

[Router-role-rolel-ifpolicy] quit
[Router-role-rolel] quit

# userl
[ Router] local-user userl class nanage
# aabbcc

[ Rout er - | user - manage- user 1] password si npl e aabbcc

# Telnet
[ Rout er -l user - manage- user 1] service-type tel net
# userl rolel

[ Rout er - | user - manage- user 1] authorization-attribute user-role rolel
# rolel userl network-operator

[ Rout er - | user - manage- user 1] undo authorization-attribute user-role network-operator
[ Rout er -1 user-nanage-user1] quit

4,
Router Telnet Telnet userl@bbb
Router rolel
. GigabitEthernet3/1/2 GigabitEthernet3/1/4 GigabitEthernet3/1/1
GigabitEthernet3/1/2
# GigabitEthernet3/1/1

<Rout er > systemvi ew

[Router] interface gigabitethernet 3/1/1

Per m ssi on deni ed.

# GigabitEthernet3/1/2  IPv4

[Router] interface gigabitethernet 3/1/2

[Router-G gabitEthernet3/1/2] ip address 6.6.6.6 24
[Router-G gabitEthernet3/1/2] quit

. display clock
[ Router] display clock

09: 31: 56 UTC Sat 01/01/2011

[Router] quit

L ]
<Rout er > debuggi ng role all
Per mi ssi on deni ed.

<Rout er> ping 192.168.1.58
Per mi ssi on deni ed.

1-13



1.8.2 Telnet RADIUS

1.
_1-2 Telnet Router Router RADIUS RADIUS
Router Telnet
o FreeRadius IP 10.1.1.1/24 / RADIUS
. Router RADIUS expert 1812
. Router RADIUS
. Telnet Router RADIUS hello@bbb
role2
role2
o ISP
. ARP  RADIUS
. VLAN VLAN VLAN 1 VLAN
20
GigabitEthernet3/1/1 GigabitEthernet3/1/24
2.

1-2 Telnet RADIUS /

RADIUS server
10.1.1.1/24

GE3/1/2

GE3/1/1 10.1.1.2/24
192.168.1.70/24
Telnet user

Router
192.168.1.58/24
3.
(1) Router
# GigabitEthernet3/1/1 IP Telnet Router

<Rout er> systemvi ew

[Router] interface gigabitethernet 3/1/1

[ Router-G gabitEthernet3/1/1] ip address 192.168.1.70 255.255.255.0
[ Router-G gabitEthernet3/1/1] quit

# GigabitEthernet3/1/2 IP Router

[Router] interface gigabitethernet 3/1/2

[Router-G gabitEthernet3/1/2] ip address 10.1.1.2 255.255.255.0

[ Router-G gabitEthernet3/1/2] quit

# Router  Telnet

1-14



[Router] telnet server enable

# Telnet AAA

[Router] line vty 0 63

[Router-1ine-vty0-63] authentication-node schene
[Router-line-vty0-63] quit

# RADIUS rad

[Router] radius schenme rad

# / IP 10.1.1.12

[ Router-radius-rad] primary authentication 10.1.1.1 1812
# / expert

[ Rout er-radi us-rad] key authentication expert
[ Router-radius-rad] quit

# ISP bbb AAA RADIUS RADIUS
[ Router] dommin bbb

[ Router-isp-bbb] authentication |ogin radius-schenme rad

[ Rout er-i sp-bbb] authorization |ogin radius-schene rad

[ Rout er-isp-bbb] quit

# fgroupl

[Router] role feature-group nanme fgroupl

# fgroupl ARP  RADIUS
[Router-featuregrp-fgroupl] feature arp

[ Rout er-featuregrp-fgroupl] feature radius

[ Rout er - featuregrp-fgroupl] quit

# role2

[Router] role nane rol e2

# 1 ISP

[Router-role-role2] rule 1 permit comrand systemview ; donain *

# 2 fgroupl
[Router-role-role2] rule 2 permt read wite feature-group fgroupl
# 3 VLAN VLAN
[Router-role-role2] rule 3 permt conmand systemview ; vlan *

# 4

[Router-role-role2] rule 4 permit conmand systemview ; interface *
# VLAN VLAN 1 VLAN 20
[Router-role-role2] vlan policy deny

[Router-role-rol e2-vlanpolicy] permt vian 1 to 20

[ Router-rol e-rol e2-vl anpolicy] quit

# GigabitEthernet3/1/1 GigabitEthernet3/1/24

[Router-role-role2] interface policy deny

[Router-role-role2-ifpolicy] pernmt interface gigabitethernet 3/1/1 to gigabitethernet

3/1/ 24
[Router-role-role2-ifpolicy] quit
[Router-role-role2] quit

1-15



1.8.3

(2) RADIUS

FreeRadius
Cisco-AVPair = "shell:roles=\"role2\""
Cisco-AVPair = "shell:roles*\"role2\""

FreeRadius

4,

Router Telnet Telnet hello@bbb

Router role2

. ISP

<Rout er> systemvi ew

[ Router] domain abc

[ Rout er-isp-abc] authentication |ogin radius-schene abc
[ Router-isp-abc] quit

L4 RADIUS ARP

[ Router] radius schene rad

[Router-radius-rad] primary authentication 2.2.2.2

[ Rout er-radius-rad] display radius schene rad

RADIUS

o VLAN 1 VLAN 20 VLAN 10 VLAN 30

[Router] vlian 10

[ Rout er-vl anl0] quit

[Router] vlan 30

Per m ssi on deni ed.

. GigabitEthernet3/1/1 GigabitEthernet3/1/24 GigabitEthernet3/1/2
GigabitEthernet3/1/25

[Router] vlian 10

# GigabitEthernet3/1/2 VLAN 10

[ Router-vl anl0] port gi gabitethernet 3/1/2

# GigabitEthernet3/1/25 VLAN 10

[ Router-vl anl0] port gigabitethernet 3/1/25
Per m ssi on deni ed.

Telnet HWTACACS
1.
1-3 Telnet Router Router HWTACACS
Router Router Telnet
Telnet Router level-0 level-0 level3
HWTACACS AAA HWTACACS
local
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1-3 Telnet HWTACACS

RADIUS server

10.1.1.1/24
GE3/1/2
GE3/1/1 10.1.1.2/24
192.168.1.70/24 @
Telnet user
192.168.1.58/24 Router
3.
Router
Q) Telnet AAA scheme AAA
. ISP bbb Telnet login local
. Telnet
(2) Telnet HWTACACS AAA
HWTACACS
. scheme local
. HWTACACS hwtac HWTACACS IP
HWTACACS Router HWTACACS
ISP bbb HWTACACS
HWTACACS server
4,
Q) Router
# VLAN 2 IP Telnet Router

<Rout er > systemvi ew
[ Router]
[ Router-VlI an-interface2]

interface vlan-interface 2

[Router-Vlan-interface2] quit
# VLAN 3 IP
[Switch] interface vlan-interface 3

[Router-Van-interface3d] ip address 10.1.1.2 255.255.255.0
[Router-VIian-interface3] quit

Router

# Router  Telnet
[Router] telnet server enable
# Telnet AAA
[Router] line vty 0 15

[Router-line-vty0-15] authentication-nmode schenme

1-17
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[Router-line-vty0-15] quit

# scheme local HWTACACS
HWTACACS

[ Router] super authentication-node schene | ocal

# HWTACACS hwtac

[ Router] hwtacacs schene hwt ac

# IP 10.1.1.1 49

[ Rout er - hwt acacs-hwt ac] primary authentication 10.1.1.1 49

# expert

[ Rout er - hwt acacs- hwt ac] key authentication sinple expert

# HWTACACS

[ Rout er - hwt acacs- hwt ac] user-nane-format w thout-domai n
[ Rout er - hwt acacs- hwt ac] quit

# ISP bbb
[ Router] dommin bbb

# Telnet
[ Rout er-i sp-bbb] authentication |ogin |ocal
# Telnet

[ Rout er-isp-bbb] authorization |ogin |ocal

# hwtac

[ Router-isp-bbb] authentication super hwtacacs-scheme hwt ac
[ Router-isp-bbb] quit

# Telnet test

[Router] local-user test class nanage

[ Rout er-luser-manage-test] service-type telnet
[ Rout er -l user-manage-test] password sinple aabbcc

# Telnet level-0

[ Rout er-1luser-manage-test] authorization-attribute user-role level-0
# Telnet level-0 test
network-operator

[ Router -1 user-nmanage-test] undo authorization-attribute user-role network-operator

[ Rout er-luser-nmanage-test] quit
# level-3

[ Router] super password role |evel-3 sinple 654321
[Router] quit

654321

AAA

(2) HWTACACS server
= i
ACSv4.0 HWTACACS server
HWTACACS server test
. Enable Password  enabpass
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. Max Privilege  Level 3 level-0 level-3
enabpass

1-4 Telnet

Advanced TACAGS+ Settings ﬂ

TACACS+ Enable Contral:
() Use Group Level Setting
() Mo Enable Privilege
® Max Privilege for any Aaa Client

*

Lewvel 3 A

TACACS+ Enable Password
() Use CiscoSecure PAP passward
() Use external database passward

Windows Database v

w

® Use separate password

Password esssssss

Confirm Password | sesessssss

TACACS+ Outbound Password
{Used for SendPass and Sendauth clients such as

routers)
Password
Confirm
Password
5.
(1) Telnet Router
Telnet test@bbb aabbcc Router

<Router> tel net 192.168.1.70
Trying 192.168.1.70 ...

Press CTRL+K to abort
Connected to 192.168.1.59 ...

R R R RS EEE SR RS EEEEEEEEEREEEEEEEEEEEEREEEEEEEEREEEEEEEEEEEEEEEE RS EEEEEEEEEEEEEEES

* Copyright (c) 2015-2016 Beijing Unis HengYue Technol ogy Co., Ltd. *
* Wthout the owner's prior witten consent, *
* no deconpiling or reverse-engi neering shall be allowed. *

R I O S O S O I S O O I O O O S O

| ogi n: test @bb
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Passwor d:
<Rout er >?

User vi ew commands:

pi ng Ping function
qui t Exit fromcurrent command vi ew
ssh2 Establish a secure shell client connection
super Switch to a user role
systemview Enter the System View
t el net Establish a tel net connection
tracert Tracert function
<Rout er >
)
# level-3 HWTACACS
enabpass Telnet level-3

<Rout er > super |evel -3
User nane: test @bb

Password: <—— HWIACACS
User privilege role is level-3, and only those commands that authorized to the role can be
used.
ACS 654321
Telnet level-3

<Rout er > super |evel -3

User name: test @bb

Password: <— HWIACACS

Invalid configuration or no response fromthe authentication server.

Change authentication nmode to |ocal.

Password: <—

User privilege role is level-3, and only those commands that authorized to the role can be

used.
1.9
1.9.1

1.

2.

3.

display local-user
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1.9.2

AAA RADIUS

RBAC

role default-role enable
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CLI Command Line Interface SNMP  Simple Network Management
Protocol

. CLI CLI
Console  AUX  Auxiliary port Telnet
SSH
. SNMP NMS Set Get SNMP
13 ” 1 SNMP”
Console none
network-admin “ Console §
Console
1-1
1-1
Console none
Console
Console AUX
/AUX
. password
AUX password
. AUX VTY network-operator
. Telnet
J IP Telnet
Telnet IP
- ] password
VTY password
L VTY VTY network-operator
. SSH SSH
. IP SSH IP
SSH
. VTY scheme VTY password
J VTY VTY network-operator
. IP NMS IP
SNMP
. SNMP
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Console

Console
Console
(1) PC PC
PC
2 PC
PC 9 RJ-45

PC

DB-9
Console

. RJ-45

DB-9

2-1 PC

~
RS-232 Console[] (22
i B FL A

Host Device

3 PC
4 Console

. 9600

()
<UNIS>
Press Ctrl-B to enter Boot Menu 0
Aut o- boot i ng
Deconpress | mage

!
Starting at 0x80100000
Cryptographic algorithnms tests passed.

2-1

PuTTY
Telnet SSH



User interface aux0 is avail able.

Press ENTER to get started.
<UNI S>%Sep 24 09: 48:54: 109 2014 UNI S SHELL/4/LOG N: Consol e | ogin from aux0
<UNI S>

(6) ?

2-2



3 CLI

3.1 CLI
CLI Console Telnet SSH  AUX
. Console
. AUX Console AUX
Console AUX AUX
password
. Telnet SSH

Console Telnet SSH  AUX

Z

SRO5SRP1L3 AUX USB Console

3.1.1

CLI
Console Telnet SSH
AUX

. Console Console
. AUX AUX
. VTY Virtual Type Terminal Telnet SSH

. A Console
Console Telnet VTY



- Telnet

VTY 1 Telnet VTY 1
Telnet
3.
1)
0 1
Console AUX VTY display line
(2)
. Console CONO
. AUX AUX 0
. VTY VTY O VTY 1
3.1.2
none password scheme
. none
. password
password
. scheme
scheme
3-1
3-1
none
password
password
scheme
scheme
ISP login “ ” “ AAA”
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3.1.3

1] ” " RBACH
. none password
. scheme SSH publickey password-publickey
. scheme SSH SSH password
AAA AAA AAA
3.2 Console /AUX
Console /AUX
3-1
3-1 Console /AUX
RS-232 ConsoIeD/AUXD@
[iERER
Host Device
Console none
network-admin
AUX password Console
AUX  password
AUX
3.2.1 Console [AUX
3-2 Console /AUX
Console /AUX none 3.2.2 1.
Console /AUX Console  /AUX 3.2.2 2.
password =
Console /AUX AAA 322 3
scheme D
Console /AUX 3.2.2 4.
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Z i

Console

IAUX

3.2.2

Console /AUX

1. Console [AUX

3-3

Console /AUX

none

Console /AUX

system-view

Console/AUX

line {aux | console }
first-number [ last-number ]

Console/AUX

line class { aux | console }

authentication-mode none

Console
AUX

password

none

user-role role-name

Console
network-admin AUX

network-operator

Console

[AUX

2. Console /AUX

3-4

Console /AUX

password

Console /AUX

system-view

Console/AUX

line {aux | console }
first-number [ last-number ]
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Console/AUX

line class { aux | console }

authentication-mode
password

Console
none AUX password

authentication-mode protocol

inbound
set authentication
password { hash | simple }
password
Console
user-role role-name network-admin AUX
network-operator
Console /AUX
<UNIS>
Console /AUX AAA scheme
Console /AUX AAA
AAA ISP login
RADIUS HWTACACS LDAP
” AAAH
3-5 Console /AUX AAA
system-view -
Console/AUX line {aux | console }
first-number [ last-number ] .
Console/AUX °

line class { aux | console }
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Console

none AUX password
authentication-mode o
AAA scheme authentication-mode protocol
inbound
Console /AUX
admin
<UNIS>
4, Console /AUX
N1/
@ =7
. Console /AUX Console /AUX Console
JIAUX Console /AUX

Console /AUX PC
Console /AUX

3-6 Console /AUX

system-view -

Console/AUX

line {aux | console }
first-number [ last-number ]

Console/AUX

line class { aux | console }

Console /AUX
9600bit/s

speed speed-value

Console /AUX none
parity { even | mark | none |

odd | space}
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3.3

stopbits {1]|1.5]|2}

Console /AUX 1

Console /AUX 8

databits {5|6|7|8} ASCII 7

ASCII 8
activation-key character <Enter>
escape-key { character | <Ctrl+C>
default }
flow-control { hardware | none
| software }

ANSI
Telnet
terminal type { ansi | vt100 } ANSI
80
VT100
24

screen-length screen-length

screen-length O

history-command max-size 10
value 10
10

idle-timeout minutes [ seconds ]

idle-timeout 0
auto-execute command

command

command

Console /Console

AUX JAUX
undo shell Console AUX
Telnet
Telnet Telnet
“ 3.3.1 Telnet i




Telnet Telnet “ 3.3.2

Telnet "
3.3.1 Telnet
Telnet Telnet
password Telnet
Telnet Console Telnet
Telnet
“ All user interfaces are used, please try later!” Telnet
1. Telnet
3-7 Telnet
Telnet none 3.3.1 2.
Telnet Telnet password 3.3.1 3.
Telnet AAA scheme 3.3.1 4.
Telnet 3.3.1 5.
Telnet DSCP 3.3.1 6.
VTY 3.3.1 7.
Z inm
Telnet
2. Telnet none
Telnet
3-8 none
system-view -
Telnet telnet server enable Telnet
VTY line vty first-number
[ last-number ]




VTY line class vty

VTY
password
VTY . . . .
authentication-mode none authentication-mode protocol
inbound
Telnet
user-role role-name
network-operator
Telnet 3-2
3-2 Telnet
@i Telnet 192.168.2.105 E=RA=E X

* Copyright <c> 2015-2816 Beijing Unisz Heng¥ue Technology Co.,. Ltd.
* Uithout the owner’s prior written consent.
* no decompiling or reverse—engineering shall be allowed.

[<UNIS>

3.

m| »

Telnet password

Telnet

3-9 password

system-view -
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Telnet telnet server enable Telnet

VTY . )
line vty first-number [ last-number ]
VTY line class vty
L J
VTY
password
authentication-mode password . authentication-mode
protocol inbound
set authentication password { hash
| simple } password
Telnet
user-role role-name
network-operator
Telnet
<UNIS> 3-3
3-3 Telnet

& Telnet 102.168.2.105 | =

mi »

* Copyright <c?> 2015-2816 Beijing Unis HengYue Technology Co.,. Ltd.
* Without the owner’s prior written consent,
* no decompiling or reverse—engineering shall he allowed.

Password:
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4. Telnet AAA scheme
Telnet AAA
AAA ISP login
RADIUS HWTACACS LDAP
113 ” 113 AAAH
3-10 Telnet AAA
system-view -
Telnet telnet server enable Telnet
VTY line vty first-number
[ last-number ]
VTY line class vty
VTY
password
authentication-mode scheme | authentication-mode protocol
inbound
Telnet
admin <UNIS>
_ 34
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3-4 Telnet AAA

EH Telnet 192.168.2.105 EEREEN X

= Copuyright <c) 2015%-2016 Beijing Unisz Heng¥Yue Technology Co., Ltd.
= Without the owner's prior written consent.,
* no decompiling or reverszse—engineering shall be allowed.

login: admin
Password:
<ONHIS>

5. Telnet
Telnet
none password sheme
3-11
system-view -
16
Telnet aaa session-limit telnet
max-sessions
“ 7 “ AAA”
6. Telnet DSCP
DSCP IP/IPv6 ToS/Trafic class
3-12 Telnet DSCP
system-view -
Telnet telnet server dscp dscp-value

3-12



DSCP

telnet server ipv6 dscp dscp-value

Telnet/IPv6 Telnet
Telnet/IPv6 Telnet

telnet }

DSCP 48
7 VTY
N
@ 2%
hd auto-execute command
. auto-execute command VTY AUX
3-13 VTY
system-view -
vry line vty first-number [ last-number ]
VTY . :
line class vty
shell
Telnet SSH
VTY protocol inbound { all | ssh |

authentication-mode

protocol inbound

escape-key { character | default } <Ctrl+C>
terminal type { ansi | vt100 } ANSI
24
screen-length screen-length
screen-length 0
10

history-command max-size value

10
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10
vTyY idle-timeout minutes [ seconds ] 10
idle-timeout O
auto-execute command
command
Telnet
3.3.2 Telnet
Telnet Telnet
3-5
IP Telnet IP Telnet
3-5
> 5 D2
Telnet client Telnet server
3-14 Telnet Telnet
system-view -
. . . Telnet IPv4
Telnet telnet client source { interface interface-type
Telnet IPv4 interface-number | ip ip-address } IPva
Telnet
quit -
telnet remote-host [ service-port ] [ vpn-instance
vpn-instance-name ] [ source { interface
interface-type interface-number | ip ip-address } ]
Telnet [ dscp dscp-value |
Telnet

telnet ipv6 remote-host [ -i interface-type
interface-number ] [ port-number ] [ vpn-instance
vpn-instance-name ] [ dscp dscp-value |
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3.4 SSH

34.1 SSH
SSH Secure Shell
IP
. SSH SSH
“ 342 SSH i
L SSH SSH
“ 343 SSH K
3.4.2 SSH
SSH Server SSH
Console SSH
SSH

password SSH publickey

SSH “ ” 13 SSH”

3-15 SSH

system-view
public-key local create { dsa | rsa |
ecdsa } [ name key-name |

SSH ssh server enable SSH
ssh user username service-type

SSH stelnet authentication-type

SSH {password | {any | SSH
password-publickey | publickey }
assign publickey keyname }

VTY line vty first-number [ last-number ]

VTY line class vty

3-15



VTY
password
authentication-mode scheme ) authentication-mode
scheme protocol inbound
Telnet SSH
SSH VTY protocol inbound { all | ssh | telnet }
authentication-mode
protocol inbound
quit -
16
SSH
aaa session-limit ssh max-sessions
quit -
VTY i “ 3317 VTY
3.4.3 SSH
SSH
3-5
IP SSH IP SSH
3-6

IP network

SSH client SSH server

3-16 SSH

SSH SSH IPv4 ssh2 server
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SSH

SSH IPv6 ssh2 ipv6 server

X i
SSH
» “ SSHY

SSH

3.5 CLI

3-17 CLI

display users

display users all

display line [ numl | { aux |
console | vty } num2 ]
[summary ]

Telnet

display telnet client

free line { numl | { aux |
console | vty } num2 }

lock

send {all | numl | { aux |
console | vty } num2 }
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SNMP

SNMP NMS Network Management System
Set Get 4-1 NMS iMC

4-1 SNMP

Get/Set requests é/ MIB

Get/Set responses

NMS and Traps Agent
NMS NMS Console
SNMPv1l SNMPv2c SNMPv3
NMS Agent SNMP NMS Agent SNMP
4-1 4-2 NMS
SNMP “ " “ SNMP”
4-1 SNMP SNMPv3
system-view -
SNMP Agent snmp-agent SNMP Agent
ViewDefault
MIB snmp-agent mib-view { excluded | : MIB iso
MIB included } view-name oid-tree [ mask . snmpUsmMIB
mask-value ]
. snmpVacmMIB

snmpModules.18

snmp-agent group v3 group-name

[ authentication | privacy ] [ read-view
SNMPv3 view-name ] [ write-view view-name ] SNMP
[ notify-view view-name ] [ acl acl-number
| acl ipv6 ipv6-acl-number ] *

snmp-agent usm-user v3 user-name
group-name [ remote { ip-address | ipv6
ipv6-address } [ vpn-instance SNMPV3
vpn-instance-name ] ] [ { cipher | simple }
authentication-mode { md5 | sha }
auth-password [ privacy-mode { aes128 |
des56 } priv-password ] ] [ acl acl-number |
acl ipv6 ipv6-acl-number ] *

SNMPv3 Inform remote ip-address

4-1



4-2 SNMP

SNMPv1 SNMPv2c

system-view

SNMP Agent snmp-agent SNMP Agent
ViewDefault
MIB snmp-agent mib-view { excluded | ° MIB 150
MIB included } view-name oid-tree [ mask | e snmpUsmMIB
mask-value ]
. snmpVacmMIB
snmpModules.18
snmp-agent community { read |
write } community-name [ mib-view
SNMP view-name ] [ acl acl-number | acl ipv6
ipv6-acl-number ] *
SNMPv1 SNMPv2c
snmp-agent group { vl |v2c }
group-name [ read-view view-name ]
SNMP [ write-view view-name ] [ notify-view SNMPv3
view-name ] [ acl acl-number | acl ipv6
ipv6-acl-number | * SNMPv1 SNMPv2c
NMS
snmp-agent usm-user { vl |v2c } Agent
SNMP user-name group-name [ acl
acl-number | acl ipv6
ipv6-acl-number ] *




ACL Access Control List

o ACL ACL ACL
. ACL ACL  permit
Telnet/SSH
ACL “ ACL QoS " “ ACL”
5.1 Telnet/SSH
51.1
Telnet/SSH IP IP MAC
ACL
5.1.2 Telnet/SSH
5-1 Telnet
system-view
telnet server acl acl-number
ACL Telnet
telnet server ipv6 acl [ ipv6 ] ACL
acl-number Telnet
5-2 SSH
system-view
ssh server acl acl-number
ACL
ACL SSH SSH
ssh server ipv6 acl [ ipv6 ] acl-number ssh server acl ssh server
ipv6 acl
“ “ SSH”

5-1



5.1.3

1.
IP  Telnet 10.110.100.52 10.110.100.46 Telnet
2.
5-1 ACL Telnet
Host A
10.110.100.46
20
Device
Host B
10.110.100.52
3.
# ACL
<Sysnanme> systemvi ew
[ Sysnane] acl number 2000 natch-order config
[ Sysnane- acl - basi c-2000] rule 1 permt source 10.110.100.52 0
[ Sysnane- acl - basi c-2000] rule 2 pernmt source 10.110.100.46 0O
[ Sysnane- acl - basi c-2000] rule 3 deny all
[ Sysnane- acl - basi c- 2000] qui t
# ACL 10.110.100.52 10.110.100.46  Telnet
[ Sysnane] tel net server acl 2000
5.2 NMS
521
NMS IP
ACL
52.2 NMS
5-3 NMS
system-view -
SNMP snmp-agent community { read | write } community-name
ACL [ mib-view view-name ] [ acl acl-number | acl ipv6 SNMP
ipv6-acl-number ] *
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snmp-agent group { v1 | v2c } group-name [ read-view

SNMPV1/SNMPv2c . e L ; L
view-name ] [ write-view view-name ] [ notify-view “
ACL view-name ] [ acl acl-number | acl ipv6 ipv6-acl-number ] * "
“ SNMP”
snmp-agent group v3 group-name [ authentication |
SNMPv3 privacy ] [ read-view view-name ] [ write-view view-name ]
ACL [ notify-view view-name ] [ acl acl-number | acl ipv6
ipv6-acl-number ] *
SNMPV1/SNMPv2c snmp-agent usm-user { vl | v2c } user-name group-name
[ acl acl-number | acl ipv6 ipv6-acl-number ] *
ACL
snmp-agent usm-user v3 user-name group-name [ remote
{ip-address | ipv6 ipv6-address } [ vpn-instance
SNMPvV3 vpn-instance-name ] ] [ { cipher | simple }
ACL | authentication-mode { md5 | sha } auth-password
[ privacy-mode { aes128 | des56 } priv-password ] ] [ acl
acl-number | acl ipv6 ipv6-acl-number ] *
5.2.3
1.
IP NMS 10.110.100.52 10.110.100.46 NMS
2.
5-2 ACL NMS
Host A

10.110.100.46

.7

Host B
10.110.100.52

3.
# ACL

B s

Device

<Sysnanme> systemvi ew

[ Sysnane] acl nunber 2000 nmtch-order config

[ Sysname- acl - basi c-2000] rule 1 pernmt source 10.110.100.52 0
[ Sysnane- acl - basi c-2000] rule 2 permt source 10.110.100.46 0O
[ Sysnane- acl - basi c-2000] rule 3 deny all

[ Sysnane- acl - basi c- 2000] qui t



# ACL 10.110.100.52  10.110.100.46 NMS

[ Sysnane] snnp-agent conmunity read aaa acl 2000
[ Sysnane] snnp-agent group v2c groupa acl 2000
[ Sysnane] snnp-agent usmuser v2c usera groupa acl 2000

5.3

5.3.1
AAA
AAA
ISP
Iogin “ ” “ AAAH
5-4
system-view -
line { first-numberl
[last-numberl ]| {aux | console
| vty } first-number2 °
[ last-number2 ]}
line class { aux | console | vty }
Console
none AUX
L password
AAA authentication-mode scheme o
authentication-mode protocol
inbound
command authorization




5.3.2

1.
Device Host A
HWTACACS
HWTACACS
2.
5-3

HWTACACS server

192.168.2.20/24
Device

Host A

# IP Device Host A Device HWTACACS server
# Telnet

<Devi ce> system vi ew

[Device] telnet server enable

# AAA
[Device] line vty 0 4

[ Devi ce-1ine-vty0-4] authentication-node schene

#

[ Device-line-vty0-4] conmand aut horization

[Device-line-vty0-4] quit

# HWTACACS IP TCP 192.168.2.20:49
HWTACACS expert

[ Devi ce] hwtacacs schene tac

[ Devi ce- hwt acacs-tac] primary authentication 192.168.2.20 49

[ Devi ce- hwt acacs-tac] primary authorization 192.168.2.20 49

[ Devi ce- hwt acacs-tac] key authentication expert

[ Devi ce- hwt acacs-tac] key authorization expert

[ Devi ce- hwt acacs-tac] user-nane-format w t hout-domain

[ Devi ce- hwt acacs-tac] quit

# AAA HWTACACS

[ Devi ce] domain system

[ Devi ce-isp-systen] authentication |ogin hwacacs-schene tac |ocal
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[ Devi ce-isp-systen] authorization command hwt acacs-schene tac | ocal

[ Devi ce-isp-systen] quit

# monitor 123 telnet
level-1

[ Devi ce] |ocal -user nonitor

[ Devi ce-l user-adm n] password ci pher 123

[ Devi ce-l user-adm n] service-type tel net

[ Devi ce-luser-admin] authorization-attribute user-role level-1

5.4

5.4.1

HWTACACS
HWTACACS
HWTACACS
ISP
login “
" “ AAA”

5-5

system-view -

line { first-numberl
[last-numberl ]| { aux | console
| vty } first-number2

[ last-number2 ]}

line class { aux | console | vty }

Console
none AUX

. password
AAA authentication-mode scheme

authentication-mode protocol
inbound

command accounting




5.4.2

5-4

HWTACAS server
192.168.2.20/24

. Console Connection ,Q
Device

Host A

Host B
192.168.1.20/24

3.
# Telnet

<Devi ce> systemvi ew

[Device] telnet server enable

# Console

[Device] line console O

[ Devi ce-1ine-consol e0] command accounti ng

[ Devi ce-line-consol e0] quit

# Telnet SSH

[Device] line vty 0 4

[ Device-line-vty0-4] conmmand accounti ng

[ Device-line-vty0-4] quit

# HWTACACS IP TCP
expert

[ Device] hwtacacs schene tac

[ Devi ce- hwt acacs-tac] primary accounting 192.168.2.20 49

[ Devi ce- hwt acacs-tac] key accounting expert

5-7

HWTACACS

Host C
10.10.10.10/24

HWTACACS

HWTACACS

192.168.2.20:49



[ Devi ce- hwt acacs-tac] user-nane-format without-domain

[ Devi ce- hwt acacs-tac] quit

# AAA HWTACACS
[Device] donmin system

[ Devi ce-i sp-systen] accounting comrand hwt acacs-schene tac
[ Devi ce-isp-systen] quit
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1 e

= m

IRF IRF
* IRF”
1.1 FTP
FTP File Transfer Protocol FTP FTP
IP
FTP TCP 20 21 20 21
FTP RFC959
FTP
. .app .bin .btm
. ASCII ixt .bat .cfg
FTP
FTP FTP
FTP
o PORT FTP ETP
FTP
. PASV FTP FTP
1024
FTP

FTP FTP FTP




1.2 FTP
FTP FTP FTP
1.21 FTP
1-1 FTP
system-view -
FTP ftp server enable FTP
ACL
Access Control List ftp server acl { acl-number | ACL ETP
ipv6 acl-number6 }
FTP
FTP 30
ftp timeout minutes FTP
FTP
FTP DSCP | ftp server dscp dscp-value
FTP FTP DSCP
FTP . 0 FTP IPv6 FTP DSCP
IPV6 ETP ftp server ipv6 dscp 0
dscp-value
DSCP
16
FTP . o
aaa session-limit ftp
max-sessions
1.2.2 FTP
FTP
FTP
d FTP
. /
FTP
L FTP FTP
o FTP FTP
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“ AAA”

1.2.3 FTP
1-2 FTP
free ftp user username
FTP
ETP P free ftp user-ip [ ipv6 ] client-address [ port port-num ]
1.2.4 FTP
display FTP
1-3 FTP
FTP display ftp-server
FTP display ftp-user
1.25 FTP
1.
] Device FTP PC FTP
. PC temp.bin FTP FTP Device
L FTP FTP abc 123456
2.
1-2 FTP
FTP client FTP server
1.2.1.1/16 1.1.1.116 45355
PC Device
3.
Device PC IP 1-2
(2) Device FTP server

1-3



# Device abc 123456

network-admin Flash abc FTP

<Sysnanme> systemvi ew

[ Sysnane] | ocal -user abc cl ass nmanage

[ Sysnane- | user-abc] password sinple 123456

[ Sysnane- | user-abc] authorization-attribute user-rol e network-adm n work-directory flash:/

g 1588

1 Flash “ authorization-attribute
work-directory flash:/” “ flash:/” “ slotl#flash:/”
[ Sysnane- | user-abc] service-type ftp
[ Sysname- | user-abc] quit
# Device FTP
[Sysnane] ftp server enable
[ Sysnanme] quit
# Device
<Sysnane> dir
Directory of flash:
0 -rw 0 Sep 27 2010 14:43:34 kernel . bin
1 -rw 0 Sep 27 2010 14:43:34 base. bin
2 drw - Jun 29 2011 18:30:38 logfile
3 drw - Jun 21 2011 14:51:38 diagfile
4 drw - Jun 21 2011 14:51:38 secl og
5 -rWwW 2943 Jul 02 2011 08:03:08 startup.cfg
6 -rw 63901 Jul 02 2011 08:03:08 startup. ndb
7 -rw 716 Jun 21 2011 14:58:02 host key
8 -rw 572 Jun 21 2011 14:58:02 server key
9 -rw 6541264 Aug 04 2011 20:40: 49 backup. bi n

473664 KB total (467080 KB free)
<Sysnanme> del ete /unreserved flash:/backup. bin

(2) PC FTP client

# abc 123456 FTP
c:\> ftp 1.1.1.1

Connected to 1.1.1.1.

220 FTP service ready.
User(1.1.1.1:(none)): abc

331 Password required for abc.
Passwor d:

230 User | ogged in.

# ascii Device startup.cfg PC
ftp> ascii

200 TYPE is now ASCl |

ftp> get startup.cfg back-startup.cfg
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# binary temp.bin
ftp> binary

200 TYPE is now 8-bit binary

ftp> put tenp.bin

# FTP
ftp> bye
1.2.6 FTP IRF
1.
. IRF 1 0
1 2 0
1
. IRF FTP PC FTP
. PC temp.bin FTP FTP IRF
. FTP FTP abc 123456
2.
1-3 FTP
F-——————m—mm— === A
| IRF (FTP server) |
1 IP:1.1.1.1/16 ]
FTP client : ERVE S ML :
| (Member_ID=1) (Member_ID=2)
1211116 : TR B, :
o " |
PC : :
D e e e e e e e e e a2 4 |
UL O R R IRFIE B2
3.
N1/
Q mx
delete /unreserved file-url
IRF PC IP 1-3
(1) IRF FTP server
# IRF abc 123456
network-admin Flash abc FTP

<Sysnanme> systemvi ew

[ Sysnane] | ocal -user abc cl ass nanage

[ Sysnane-| user-abc] password sinple 123456

[ Sysnane- | user-abc] authorization-attribute user-rol e network-adm n work-directory flash:/

1-5



1.3

131

@ 1788

“ authorization-attribute work-directory flash:/”
“ chassis2#slot1#flash:/”

2
“ flash:/”

1 Flash

[ Sysnane- | user-abc] service-type ftp
[ Sysnane-| user-abc] quit

# IRF  FTP

[ Sysnane] ftp server enable

[ Sysnanme] quit

(2) PC FTP client

# abc 123456 FTP

c:\>ftp 1.1.1.1

Connected to 1.1.1.1.

220 FTP service ready.
User(1.1.1.1:(none)): abc

331 Password required for abc.
Passwor d:

230 User 1 ogged in.

# ascii IRF config.cfg
ftp> ascii

200 TYPE is now ASCl |

ftp> get config.cfg back-config.cfg

# binary temp.bin

ftp> binary

200 TYPE is now 8-bit binary

ftp> put tenp.bin

# FTP

ftp> bye

FTP
FTP

FTP FTP FTP
ftp FTP
ftp FTP
LoopBack Dailer IP

1-4 FTP IPv4

PC

open

system-view

1-6



IPv4
FTP
FTP

ftp client source { interface interface-type
interface-number | ip source-ip-address }

FTP P

quit

FTP

ftp ftp-server [ service-port ] [ vpn-instance
vpn-instance-name ] [ dscp dscp-value | source
{interface { interface-name | interface-type
interface-number } | ip source-ip-address } | *

FTP
FTP

ftp

open server-address [ service-port |

ftp
open

FTP

Z

ftp client source

ftp

ftp

1-5 FTP

IPv6

system-view

IPv6
FTP
FTP

ftp client ipv6 source { interface interface-type
interface-number | ipv6 source-ipv6-address }

IPv6 FTP
IPv6
RFC 3484

quit

FTP

ftp ipv6 ftp-server [ service-port ] [ vpn-instance
vpn-instance-name ] [ dscp dscp-value | source
{interface interface-type interface-number | ipv6
source-ipv6-address } ] * [ -i interface-type
interface-number ]

FTP
FTP

ftp ipv6

open server-address [ service-port |

ftp ipv6

open FTP

Z i

ftp client ipv6 source

ipv6

ftp ipv6

ftp




1.3.2 FTP

FTP FTP FTP
1-6 FTP
dir [ remotefile [ localfile ] ]
FTP /
Is [ remotefile [ localfile ] ]
FTP cd {directory | .. |/}
FTP FTP
cdup
FTP owd
FTP mkdir directory
FTP rmdir directory
1.3.3 FTP
FTP FTP FTP
FTP FTP
@) dir Is FTP
)
3) FTP ASCII
(4) led FTP
/
5) /
1-7 FTP
dir [ remotefile [ localfile ] ]
FTP /
Is [ remotefile [ localfile ] ]
FTP delete remotefile
FTP ASCII ascii
FTP binary
passive
FTP lcd [ directory | /]
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FTP put localfile [ remotefile ]
FTP get remotefile [ localfile ]
append localfile [ remotefile ]
restart marker put get append
newer remotefile
reget remotefile [ localfile ]
rename [ oldfilename
[ newfilename 1]
1.34
FTP FTP
FTP FTP
/
FTP
1-8
FTP
user username [ password ]
1.35 FTP
FTP FTP
FTP
1-9 FTP
FTP FTP rhelp
FTP FTP rhelp protocol-command
FTP rstatus
FTP rstatus remotefile
FTP status
FTP system
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FTP verbose FTP
FTP debug FTP
reset
1.3.6 FTP
FTP FTP FTP
1-10 FTP
FTP disconnect
FTP close FTP
FTP bye
quit FTP
1.3.7
FTP FTP
1-11
help [ command-name ]
? [ command-name ]
1.3.8 FTP
display
1-12 FTP
FTP display ftp client source
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1.3.9 FTP

1.
. Device FTP PC FTP
. Device PC temp.bin PC
. PC Device FTP abc 123456
2.
1-4 FTP
FTP client FTP server

’ts 10.2.1.1/16 10.1.1.1/16

Device PC

delete /unreserved file-url

Device PC IP 1-4

# abc 123456 FTP

<Sysnanme> ftp 10.1.1.1

Press CTRL+C to abort.

Connected to 10.1.1.1 (10.1.1.1).

220 WFTPD 2.0 service (by Texas Inperial Software) ready for new user
User (10.1.1.1:(none)): abc

331 G ve ne your password, please

Passwor d:

230 Logged in successfully

Renote systemtype i s MSDOCS.

ftp>

# binary

ftp> binary

200 TYPE is now 8-bit binary

# temp.bin  FTP Device
. temp.bin  FTP

ftp> get tenp.bin

local: tenp.bin renpte: tenp.bin

150 Connecting to port 47457

226 File successfully transferred

23951480 bytes received in 95.399 seconds (251.0 kbyte/s)
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. temp.bin FTP 1
ftp> get tenp.bin slotl#flash:/tenp.bin

# Device startup.cfg FTP

ftp> ascii

200 TYPE is now ASCl |

ftp> put startup.cfg back-startup.cfg

| ocal: startup.cfg renote: back-startup.cfg

150 Connecting to port 47461

226 File successfully transferred

3494 bytes sent in 5.646 seconds (618.00 kbyte/s)

ftp> bye
221- Goodbye. You upl oaded 2 and downl oaded 2 kbytes.
221 Logout.
<Sysnane>
1.3.10 FTP IRF
1.
o IRF 1
1 2
1
- IRF FTP PC FTP
. IRF  PC temp.bin PC
. PC FTP abc 123456
2.
1-5 FTP

Fe—— == -1
| IRF (FTP client) |
| IP:10.2.1.1/16 |

|

FR& N & |
(Member_ID=1) (Member_ID=2) | FTP server
|

’% 3~ 10.1.1.1/16

PC

B BN IRF IS

s
AN

&)
i
Al

delete /unreserved file-url
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IRF PC IP 1-5

# abc 123456 FTP

<Sysnanme> ftp 10.1.1.1

Press CTRL+C to abort

Connected to 10.1.1.1 (10.1.1.1).

220 WFTPD 2.0 service (by Texas Inperial Software) ready for new user
User (10.1.1.1:(none)): abc

331 Gve nme your password, please

Passwor d:

230 Logged in successfully

Renote systemtype i s MSDOCS.

ftp>

# binary

ftp> binary

200 TYPE is now 8-bit binary

# temp.bin  FTP IRF
. temp.bin  FTP

ftp> get tenp.bin

local: tenp.bin renpte: tenp.bin

150 Connecting to port 47457

226 File successfully transferred

23951480 bytes received in 95.399 seconds (251.0 kbyte/s)

. temp.bin  FTP

2 0 2

ftp> get tenp.bin chassisl#slotl1#flash:/tenp.bin
ftp> get tenp.bin chassis2#sl ot O#f | ash:/tenp. bin
ftp> get tenp.bin chassis2#sl ot 1#fl ash:/tenp. bin
# IRF config.cfg

ftp> asci

200 TYPE i s now ASCl

ftp> put config.cfg back-config.cfg

local: config.cfg renote: back-config.cfg

150 Connecting to port 47461

226 File successfully transferred

3494 bytes sent in 5.646 seconds (618.00 kbyte/s)
ftp> bye

221- Goodbye. You upl oaded 2 and downl oaded 2 kbytes.
221 Logout.

<Sysnane>
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2 TFTP

2.1 TFTP
TFTP Trivial File Transfer Protocol TFTP TFTP
UDP UDP / TCP FTP
TFTP
TFTP TFTP
2-1 TFTP
TFTP client TFTP server
1
’\p
Device
2.2 TFTP
TFTP TFTP TFTP

2-1 IPv4 TFTP

system-view
ACL

tftp-server acl acl-number ACL TETP

TFTP

TETP tftp client source { interface

interface-type interface-number | ip
source-ip-address } P TFTP P
quit
tftp tftp-server { get | put | sget } .

IPv4 source-filename [ destination-filename ] titp client source

TETP / [ vpn-instance vpn-instance-name | tftp tftp

[ dscp dscp-value | source { interface
interface-type interface-number | ip
source-ip-address } ] *

2-1



2-2 IPv6 TFTP

system-view

IPv6
ACL . ACL
tftp-server ipv6 acl acl-number Tep
TFTP
Pv6 tftp client ipv6 interface interface-t
TETP tftp clientipv soqrce{m erface interface-type IPv6 TETP IPV6
interface-number | ipv6 source-ip-address }
RFC 3484
quit
tftp ipv6 tftp-server [ -i interface-type tftp client ipv6 source
IPV6 interface-number ] { get | put | sget } tftp ipv6
TETP / source-filename [ destination-filename ] tftp ipv6

[ vpn-instance vpn-instance-name ] [ dscp
dscp-value | source { interface interface-type
interface-number | ipv6 source-ipv6-address } ] *
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Z inm
IRF IRF
“ " “ IRF”
1.1
1.1.1
/ /
/ /
/
1.1.2
Flash CF U
. flash cfa0
0 1 2 CF CF 1
cfa0 CF 2 cfal
0 cfa0
1.1.3
chassis  slot
“ The file or directory doesn't exist.”
1-1 1-2




11

a.cfg a.cfg
file-name a.cfg a.cfg
a.cfg a.cfg
* test/a.cfg test
* a.cfg
) path
[path/]file-name path - test/subtest/a.cfg test
subtest a.cfg
+ +
drive » flash:/test/a.cfg
Flash test a.cfg
. ) flash cfa0
drive:/[path/lfile-name slotn#flash  slotn#cfad n - slotl#flash/a.cfg
1 Flash a.cfg
slot1#flash display device
1-2 IRF
a.cfg a.cfg
a.cfg
file-name a.cfg
a.cfg
a.cfg
e test/a.cfg test
+ a.cfg
) path
[path/]file-name path - test/subtest/a.cfg test
subtest a.cfg
+ +
drive * flash:/test/a.cfg
Flash test
flash .cfaO a.cfg
. ) chassism#slotn#flash
drive/[path/lfile-name | i uciotngcfa0 m * chassis2#slot5#flash:/a.cfg
2
n
chassis2#slot1#flash 5 Flash a.cfg
display irf
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s

1.2

IRF

121

1-3

“ FTP"

save
“ TFTP” save “

dir [/all ] [ file | directory |
/all-filesystems ]

1.2.2

1-4

more file




1.2.3

1-5

rename { source-file | source-directory }
{ dest-file | dest-directory }

1.2.4

1-6

copy source-file { dest-file | dest-directory }
[ vpn-instance vpn-instance-name ] [ source
interface interface-type interface-number ]

1.2.5

1-7

move source-file { dest-file |
dest-directory }

1.2.6 /

1-8 /

gzip filename

gunzip filename

delete
reset recycle-bin

1-4



1-9 /

delete file

undelete file

delete /unreserved file

i

delete file
reset recycle-bin
1.2.8
Flash CF CF
“ trash”
dir /all .trash cd .trash dir
1-10
reset recycle-bin [ /force ]
1.2.9
1-11
SHA-256 sha256sum file
1.3

1-5



IRF

131
1-12
dir [ /all ] [ file | directory |
/all-filesystems ]
1.3.2
1-13
pwd
1.3.3
1-14
cd { directory | .. }
1.34
1-15
mkdir directory
1.35
rmdir
1-16

rmdir directory

1-6




1.4

IRF
umount
. U
U U
) fixdisk format fdisk
2 dir flash:/ flash
2 cd cd flash:/
flash dir flash
1.4.1
fixdisk
fixdisk fixdisk
1-17
fixdisk medium-name
1.4.2
CF format

cf



1-18

format medium-name

1.4.3 /
N
. USB U U
umount U USB U
. umount
umount
CF mount umount
CF / /
CF mount cf
1-19 /

mount medium-name

umount medium-name

1-8



144 CF /U

1.5

. CF /U
. U U
U U
CF /U CF /U
CF /U
. CF /U
. CF /U
32MB
1-20 CF /U
CF cfa0:/ U

fdisk medium-name usb0:/

[ partition-number ]
X i
. CF CF

info-center logfile directory

. CF /U 5
. alert
. quiet



1-21

system-view

file prompt { alert | quiet }
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1.1

1.2

1.3

14

15

111
1.1.2
1.13
114

121
1.2.2

131
1.3.2
133

14.1
1.4.2
1.4.3



Z i
IRF IRF
113 ” 113 IRF”

1.1

111

display default-configuration

Z

. display current-configuration

. display startup more
more 13 ” 13 ”

display current-configuration



1.1.2

(1)
)
@)

1.13

save

. “ .cfg” more

. “ .mdb”

114

@ #H

return

#
| ocal -user root
password sinple adm n
servi ce-type ssh telnet term nal
aut horization-attri bute user-rol e network-adnin

1-2



#

interface G gabitEthernet3/1/1
port |ink-node route

ip address 1.1.1.1 255.255.255.0

#
1.2
1.2.1
save
Comware V7
1-1
system-view
configuration encrypt
{ private-key | public-key }
1.2.2
N

&)
i
Al

save [ backup | main][force]

1-2

save file-url [ all | slot
slot-number ]

save [ safely ] [ backup |
main ] [force] [ mdc-all ]

safely

mdc-all

1-3



1-3 IRF

save file-url [ all | chassis
chassis-number slot
slot-number ]

safely
IRF save [ safely ] [ backup |
main ] [ force ][ mdc-all ] mdc-all
1.3
1.3.1
.cfg / save
/ /
“1.3.2 )
=
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