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1. IPv4 ACL
IPv4 ACL IP IPv4
1-4 IPv4 ACL
system-view -
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Pvd  ACL acl number acl-number [ name IPv4  ACL 2000 2999
IPva ACL 2glr-lrf1;alrr1}te]] [ match-order { auto | IPv4 ACL
9 acl name acl-name
ACL description text ACL
step step-value 5
IPv4 ACL
rule [ rule-id ] { deny | permit }
[ counting | fragment | logging | loagin ACL
source { source-address g99ing
source-wildcard | any } | time-range
time-range-name | vpn-instance ACL QoS
vpn-instance-name | * QoS
vpn-instance
rule rule-id comment text
2. IPv6 ACL
IPv6 ACL IPv6 IPv6
1-5 IPv6 ACL
system-view -
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Pv6  ACL acl ipv6 number acl-number [ name | IPv6  ACL 2000 2999
IPV6 ACL 2glr-]rf\iam}e}] [ match-order { auto | IPV6 ACL
9 acl ipvé name acl-name
ACL description text ACL
step step-value 5
IPv6 ACL
logging ACL
rule [ rule-id ] { deny | permit }
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acl name
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rule [rule-id ] { deny | permit } protocol [ { { ack
ack-value | fin fin-value | psh psh-value | rst
rst-value | syn syn-value | urg urg-value } * |
established } | counting | destination

{ dest-address dest-wildcard | any } |
destination-port operator portl [ port2 ] |
{dscp dscp | { precedence precedence | tos
tos } *} | fragment | icmp-type { icmp-type

[ icmp-code ] | icmp-message } | logging |
source { source-address source-wildcard |
any } | source-port operator portl [ port2 ] |
time-range time-range-name | vpn-instance
vpn-instance-name | *

IPv4

logging

ACL QoS

. QoS

vpn-instance

neq

ACL

ACL

operator

rule rule-id comment text

2. IPv6

IPv6 ACL

TCP/UDP
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ACL
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system-view

IPv6 ACL
IPv6 ACL

acl ipvé number acl-number [ name acl-name ]
[ match-order { auto | config } 1]

IPv6 ACL
3000 3999

IPv6

name acl-name

ACL

ACL
acl ipvé

ACL

description text

ACL

step step-value
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rule [ rule-id ] { deny | permit } protocol [ { { ack
ack-value | fin fin-value | psh psh-value | rst
rst-value | syn syn-value | urg urg-value } * |
established } | counting | destination

{ dest-address dest-prefix |
dest-address/dest-prefix | any } |
destination-port operator portl [ port2 ] | dscp
dscp | flow-label flow-label-value | fragment |
icmp6-type { icmp6-type icmp6-code |
icmp6-message } | logging | routing [ type
routing-type ] | hop-by-hop [ type hop-type ] |
source { source-address source-prefix |
source-address/source-prefix | any } |
source-port operator portl [ port2 ] | time-range
time-range-name | vpn-instance
vpn-instance-name | *

IPv6 ACL
logging ACL
ACL QoS
. fragment
. operator
neq
. QoS

vpn-instance
routing hop-by-hop
flow-label

protocol 0
43 44 51 60
ipv6-ah

rule rule-id comment text

F

IPv6 ACL IPv6
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ACL
1.3.3 ACL
ACL MAC MAC 802.1p
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system-view -
ACL
ACL acl number acl-number [ name acl-name ] ACL 4000 4999
ACL [ match-order { auto | config }] ACL
acl name acl-name
ACL

description text

ACL
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step step-value

ACL
rule [rule-id ] {deny | permit } [ cos vlan-pri
| counting | dest-mac dest-address
dest-mask | { Isap Isap-type Isap-type-mask | ACL QoS
type protocol-type protocol-type-mask } | Isap
source-mac source-address source-mask | Isap-type AAAA
time-range time-range-name | * Isap-type-mask FFFF ACL
rule rule-id comment text
1.34 ACL
ACL ACL ACL ACL
ACL ACL ACL
%
R
ACL ACL ACL
1-9 ACL
system-view -
ACL acl [ipv6 ] copy { source-acl-number | name source-acl-name } to )
{ dest-acl-number | name dest-acl-name }
1.35 ACL
ACL ACL

Z i

port link-mode route
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1. ACL
1-10 ACL
system-view -
interface interface-type interface-number -
ACL packet-filter [ ipv6 ] { acl-number | name acl-name }
{iinbound | outbound } [ hardware-count ]
= i
ACL
2. VLAN
VLAN ACL
L VLAN VLAN
1-11 VLAN
system-view -
VLAN VLAN
i i i i VLAN
VLAN interface vlan-interface vlan-interface-id
VLAN
packet-filter filter [ route | all ]
VLAN
3.
ACL
1-12

system-view -
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acl [ipv6 ]logging interval

interval 0
4.
Permit ACL
Deny ACL

1-13 deny

system-view -

. Permit
Deny packet-filter default deny ACL
1.4 ACL
display ACL
reset ACL

1-14 ACL

ACL display acl [ipv6 ] { acl-number | all | name acl-name }
display packet-filter { interface [ interface-type interface-number ]

ACL [inbound | outbound ] | interface vlan-interface
vlan-interface-number [ inbound | outbound ] [ slot slot-number ] }

ACL display packet-filter statistics interface interface-type
interface-number { inbound | outbound } [ [ipv6 ] { acl-number |
name acl-name } ] [ brief ]

ACL display packet-filter statistics sum {inbound | outbound } [ipv6 ]
{‘acl-number | name acl-name } [ brief ]

ACL display packet-filter verbose interface interface-type
interface-number { inbound | outbound } [ [ipv6 ] { acl-number |
name acl-name } ] [ slot slot-number ]

QoS ACL display gos-acl resource [ slot slot-number ]

ACL reset acl [ ipv6 ] counter { acl-number | all | name acl-name }

ACL reset packet-filter statistics interface [ interface-type

interface-number ] { inbound | outbound } [ [ipv6 ] { acl-number |
name acl-name } ]
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1.5 ACL

. Device A 8 18

1-1 ACL

ik 95 H5c4 P M 55 s
192.168.0.100/24

GE1/0/1

GE1/0/2@GE1/0/4

Device A | geq/03

yyYyey

ST WA 4558 IEZE
192.168.1.0/24 192.168.2.0/24 192.168.3.0/24
3.
# work 8 18

<DeviceA> system-view
[DeviceA] time-range work 08:0 to 18:00 working-day

# IPv4 ACL 3000

[DeviceA] acl number 3000

[DeviceA-acl-adv-3000] rule permit ip source 192.168.1.0 0.0.0.255 destination 192.168.0.100
0

[DeviceA-acl-adv-3000] rule permit ip source 192.168.2.0 0.0.0.255 destination 192.168.0.100
0 time-range work

[DeviceA-acl-adv-3000] rule deny ip source any destination 192.168.0.100 O
[DeviceA-acl-adv-3000] quit

# IPv4 ACL 3000 GigabitEthernet1/0/1

[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] packet-filter 3000 outbound
[DeviceA-GigabitEthernetl/0/1] quit
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PC Windows XP ping
Device A display acl ACL

# PC
C:\> ping 192.168.0.100

Pinging 192.168.0.100 with 32 bytes of data:

Reply from 192.168.0.100: bytes=32 time=1lms TTL=255
Reply from 192.168.0.100: bytes=32 time<lms TTL=255
Reply from 192.168.0.100: bytes=32 time<lms TTL=255
Reply from 192.168.0.100: bytes=32 time<lms TTL=255

Ping statistics for 192.168.0.100:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 1lms, Average = Oms

PC

# PC
C:\> ping 192.168.0.100

Pinging 192.168.0.100 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.0.100:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

PC

# IPv4 ACL 3000

[DeviceA] display acl 3000
Advanced ACL 3000, named -none-, 3 rules,
ACL"s step is 5
rule O permit ip source 192.168.1.0 0.0.0.255 destination 192.168.0.100 O

rule 5 permit ip source 192.168.2.0 0.0.0.255 destination 192.168.0.100 O time-range work
(Active)
rule 10 deny ip destination 192.168.0.100 0

5
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Brie w2 S DRV
2.2.1
2-1
system-view
traffic classifier classifier-name [ operator
{and |or}]
if-match match-criteria
QoS
if-match
2-2
ACL
| Tiove | b acl-number ACL IPv4 ACL 2000 3999 IPv6 ACL
acl Lipv6 ] { acl-number | 2000 3999 ACL 4000 4999
name acl-name }
acl-name ACL 1 63
a z A Z ACL all
any
control-plane protocol protocol-name&<1-8>
protocol-name&<1-8> &<1-8> 8




control-plane
protocol-group

protocol-group-name critical

protocol-group-name important management monitor normal redirect
VLAN Tag 802.1p dotlp-value&<1-8> 802.1p
customer-dotlp 802.1p 0 7 &<1-8>

dotlp-value&<1-8>

8

customer-vlan-id vlan-id-list

VLAN Tag VLANID vlan-id-list VLAN
vlan-id-list = { vlan-id | vlan-id1 to vlan-id2 }&<1-10> vlan-id vlan-id1l

vlan-id2 1 4094 vlan-id1 vlan-id2 &<1-10>
10
destination-mac MAC
mac-address
DSCP dscp-value&<1-8> DSCP DSCP
dscp dscp-value&<1-8> 0 63 13-5 &<1-8> 8
ip-precedence P ip-precedence-value&<1-8> IP IP
ip-precedence-value&<1-8> 0 7 &<1-8> 8
protocol protocol-name protocol-name ip ipv6
QoS ID local-id-value QoS ID 1
gos-local-id local-id-value 4095
QoS ID 1 3999

service-dotlp
dotlp-value&<1-8>

VLAN Tag 802.1p
802.1p

dotlp-value&<1-8> 802.1p
0 7 &<1-8>
8

service-vlan-id vlan-id-list

VLAN Tag VLAN ID vlan-id-list VLAN
vlan-id-list = { vlan-id | vlan-id1 to vlan-id2 }&<1-10> vlan-id vlan-idl
vlan-id2 1 4094  vlan-idl vlan-id2 &<1-10>
10

source-mac mac-address

MAC




-4

Ukl

customer-vlan-id QoS

control-plane protocol control-plane protocol-group

QoS

control-plane protocol  control-plane protocol-group

QoS

service-vlan-id

customer-vian-id

or

if-match
. and ACL
or
2.2.2
QoS
2-3
system-view -
traffic behavior behavior-name
QoS
2.2.3
QoS
2-4

system-view -

gos policy policy-name

2-4



classifier classifier-name behavior
behavior-name [ insert-before
before-classifier-name ]

i
QoS ACL ACL
ACL

224

QoS
. QoS QoS
. VLAN QoS QoS VLAN
. QoS QoS
. QoS QoS
. QoS QoS
QoS QoS
ACL ACL ACL

VLAN QoS
VLAN /
QoS QoS VLAN

1. QoS

% im
QoS
port link-mode route

“ ” “ ”

QoS QoS

QoS QoS
QoS
IS-IS OSPF RIP BGP LDP RSVP SSH
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system-view

interface interface-type interface-number

gos apply policy policy-name { inbound |

QoS outbound } QoS
= i
QoS
permit QoS car filter
ACL
2. VLAN QoS
@ ==
VLAN QoS VLAN
VLAN QoS VLAN
2-6 VLAN QoS
system-view -
gos vlan-policy policy-name vlan VLAN
VLAN QoS vlan-id-list { inbound | outbound } QoS
3. QoS
QoS
2-7 QoS
system-view -
0S gos apply policy policy-name global
Q {inbound | outbound } QoS
4, QoS

2-6



. Data Plane

. Control Plane
CPU
QoS
QoS
QoS QoS
if-match
QoS display qos policy control-plane pre-defined
2-8
system-view -
control-plane slot slot-number -
QoS gos apply policy policy-name inbound Q0S
Z im
QoS control-plane protocol-group
control-plane protocol car car accounting packet
car cir
5. QoS
2-9 QoS
system-view -
user-profile
User Profile user-profile profile-name

2-7



QoS

User Profile QoS gos apply policy policy-name { inbound | inbound
outbound }
outbound
= i
e user-profile car accounting
e user-profile User Profile
. 802.1X MAC
2.2.5 QoS
display QoS
reset QoS
2-10 QoS
display traffic classifier user-defined [ classifier-name ] [ slot
slot-number ]
display traffic behavior user-defined [ behavior-name ] [ slot
slot-number ]
QoS ACL display gos-acl resource [ slot slot-number ]
display qos policy user-defined [ policy-name [ classifier
QoS e,
classifier-name ] ] [ slot slot-number ]
QoS display gos policy interface [ interface-type interface-number ]
[inbound | outbound ]
display gos vlan-policy { name policy-name | vlan vlan-id } [ slot
VLAN QoS slot-number ] [ inbound | outbound ]
QoS display gos policy global [ slot slot-number ] [inbound | outbound ]
QoS . .
display qos policy control-plane slot slot-number
QoS . . .
display gos policy control-plane pre-defined [ slot slot-number ]
VLAN QoS reset qos vlan-policy [ vlan vlan-id ] [ inbound | outbound ]
QoS reset qos policy global [ inbound | outbound ]
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0S .
Q reset qos policy control-plane slot slot-number
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3.1
3.1.1
802.1p DSCP P EXP
13.2
. LP
. DP
3.1.2

. dotlp-dp 802.1p

. dotlp-exp 802.1p EXP

o dotlp-lp 802.1p

o dscp-dotlp DSCP 802.1p IP
o dscp-dp DSCP P

. dscp-dscp DSCP DSCP IP

. exp-dotlp EXP 802.1p

. exp-dp EXP
131 A

3.1.3



. 802.1p 802.1p

3-1 802.1p
802.1p

0 2 2
1 0 0
2 1 1
3 3 3
4 4 4
5 5 5
6 6 6
7 7 7

% i

802.1p VLAN Tag 802.1p
3-3
. DSCP DSCP
3-2 DSCP
DSCP
Oto7 2 2
8to 15 0 0
16 to 23 1 1
24 to0 31 3 3
3210 39 4 4
40 to 47 5 5
48 to 55 6 6
56 to 63 7 7
. 802.1p
3-3
0 2 2
1 0 0
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3-1

802.1p

dotlp-dp
dotlp-Ip

Y
/
N
DSCP
802.1p
dscp-dp Y
dscp-dotlp, dscp- dotlp-dp
dscp dotlp-Ip
802.1p
DSCP
Y
dotlp-Ip
\ 4
Y
- 4—
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3.3.2
3.3.3
3.3
& s
port link-mode route
3.3.1
3-5
system-view -
gos map-table { dotlp-dp | dotlp-exp | dotlp-Ip |
dscp-dotlp | dscp-dp | dscp-dscp | exp-dotlp |
exp-dp }
13.1
import import-value-list export export-value
3.3.2
. dotlp 802.1p
. dscp IP DSCP
. none 802.1p
3-6

system-view

3-6



interface interface-type interface-number | -

gos trust dscp

DSCP
802.1p gos trust dotlp
undo qos trust
3.3.3
3-7
system-view -
interface interface-type interface-number | -
gos priority priority-value 0
3.4
display
3-8
display gos map-table [ dot1lp-dp | dotlp-exp | dotlp-Ip | dscp-dotlp |
dscp-dp | dscp-dscp | exp-dotlp | exp-dp ]
display gos trust interface [ interface-type interface-number ]
3.5
3.5.1
1.

Device A Device B

Device A

Device B

Device C

GigabitEthernet1/0/1 Device C
GigabitEthernet1/0/2 Device C
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Device C GigabitEthernet1/0/3
Device A Device A Server

Internet

Server

GE1/0/3
H
Device C

Device B
3.
# GigabitEthernet1/0/1 GigabitEthernet1/0/2
-GigabitEthernet1/0/1 GigabitEthernet1/0/2

<DeviceC> system-view

[DeviceC] interface GigabitEthernet 1/0/1
[DeviceC-GigabitEthernetl/0/1] qos priority 3
[DeviceC-GigabitEthernetl/0/1] quit

[DeviceC] interface GigabitEthernet 1/0/2
[DeviceC-GigabitEthernetl/0/2] qos priority 1
[DeviceC-GigabitEthernetl/0/2] quit

3.5.2
1.
Device

. GigabitEthernet1/0/1 Device 802.1p
3

. GigabitEthernet1/0/2 Device 802.1p
4

. GigabitEthernet1/0/3 Device 802.1p
5
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Internet > >

[ ]
(o))

Host

?

Server

’

GE1/0/3 GE1/0/2

EHEEIT WERTBI]

Data server Device

?

Mail server Server

?
.

ARG T3]

3.

1)

# GigabitEthernet1/0/1 3
<Device> system-view

[Device] interface GigabitEthernet 1/0/1
[Device-GigabitEthernetl/0/1] qos priority 3
[Device-GigabitEthernetl/0/1] quit

# GigabitEthernet1/0/2 4
[Device] interface GigabitEthernet 1/0/2
[Device-GigabitEthernetl/0/2] qos priority 4
[Device-GigabitEthernetl/0/2] quit

# GigabitEthernet1/0/3 5
[Device] interface GigabitEthernet 1/0/3
[Device-GigabitEthernetl/0/3] qos priority 5
[Device-GigabitEthernetl/0/3] quit



)

# 802.1p 802.1p 345
6 4 6 > 4 >
[Device] qos map-table dotlp-Ip

[Device-maptbl-dotlp-Ip] import 3 export 2
[Device-maptbl-dotlp-1p] import 4 export 6
[Device-maptbl-dotlp-1p] import 5 export 4
[Device-maptbl-dotlp-1p] quit

3)
HTTP 802.1p
6 4 2

# ACL 3000 HTTP

[Device] acl number 3000

[Device-acl-adv-3000] rule permit tcp destination-port eq 80
[Device-acl-adv-3000] quit

# ACL 3000

[Device] traffic classifier http
[Device-classifier-http] if-match acl 3000
[Device-classifier-http] quit

# GigabitEthernet1/0/3

[Device] traffic behavior admin

[Device-behavior-admin] remark dotlp 4
[Device-behavior-admin] quit

[Device] qgos policy admin

[Device-gospolicy-admin] classifier http behavior admin
[Device-qospolicy-admin] quit

[Device] interface GigabitEthernet 1/0/3
[Device-GigabitEthernetl/0/3] qos apply policy admin inbound

# GigabitEthernet1/0/1

[Device] traffic behavior market

[Device-behavior-market] remark dotlp 5
[Device-behavior-market] quit

[Device] gos policy market

[Device-gospolicy-market] classifier http behavior market
[Device-qospolicy-market] quit

[Device] interface GigabitEthernet 1/0/1
[Device-GigabitEthernetl/0/1] qos apply policy market inbound

# GigabitEthernet1/0/2

[Device] traffic behavior rd

[Device-behavior-rd] remark dotlp 3

[Device-behavior-rd] quit

[Device] qos policy rd

[Device-gospolicy-rd] classifier http behavior rd
[Device-qospolicy-rd] quit

[Device] interface GigabitEthernet 1/0/2
[Device-GigabitEthernetl/0/2] qos apply policy rd inbound
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4-4

—_
— 000

4-1

system-view -

traffic classifier classifier-name [ operator
{and | or }]

if-match match-criteria
QoS

if-match

quit -

traffic behavior behavior-name

car cir committed-information-rate [ cbs
committed-burst-size [ ebs
excess-burst-size ] ] [ green action | red
action | yellow action ] *[ hierarchy-car
hierarchy-car-name [ mode {and | or }]]

car cir committed-information-rate [ cbs
committed-burst-size ] pir
peak-information-rate [ ebs
excess-burst-size ] [ green action | red
action | yellow action ] *[ hierarchy-car
hierarchy-car-name [ mode {and | or }]]
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quit

gos policy policy-name

classifier classifier-name behavior
behavior-name [ insert-before
before-classifier-name ]

quit -
224 1. QoS
VLAN 2.2.4 2. VLAN QoS
QoS 224 3. QoS
QoS
2.2.4 4. QoS
2.2.4 5. QoS
display traffic behavior user-defined display
[ behavior-name ]
4.3
4-2

system-view

interface interface-type interface-number

[ cbs committed-burst-size ]

gos gts queue queue-id cir committed-information-rate

4.4

Z

port link-mode route

“ ” “




4-3

system-view -

interface interface-type interface-number -

gos Ir {inbound | outbound } cir
committed-information-rate [ cbs
committed-burst-size]

Device B GigabitEthernet1/0/1  GigabitEthernet1/0/2

4-7

4.5
display
4-4
QoS ACL
< ACL QoS display gos-acl resource [ slot slot-number ]
“ ACL”
display traffic behavior user-defined [ behavior-name ]
display gos gts interface [ interface-type interface-number ]
display gos Ir interface [ interface-type interface-number ]
4.6
4.6.1
1.
. Device A GigabitEthernet1/0/3 Device B GigabitEthernet1/0/1
. Server HostA HostB Device A Device B Internet
Device A GigabitEthernet1/0/1 Server HostA
. Server 102400kbps 102400kbps
102400kbps DSCP 0
Host A 25600kbps 25600kbps
25600kbps



. Device B GigabitEthernet1/0/1 204800kbps

. Device B GigabitEthernet1/0/2 Internet  HTTP
102400kbps
2.
4-5
Server Host A Internet
Device B
1.1.1.1/8 Ethernet 1.1.1.2/8 GE1/0/1
GE1/0/1
Device A "%
| GE1/0/2
3.
(1) Device A
# ACL2001 2002 Server HostA

<DeviceA> system-view

[DeviceA] acl number 2001

[DeviceA-acl-basic-2001] rule permit source 1.1.1.1 0

[DeviceA-acl-basic-2001] quit

[DeviceA] acl number 2002

[DeviceA-acl-basic-2002] rule permit source 1.1.1.2 0

[DeviceA-acl-basic-2002] quit

# server ACL 2001 host ACL 2002

[DeviceA] traffic classifier server
[DeviceA-classifier-server] if-match acl 2001
[DeviceA-classifier-server] quit

[DeviceA] traffic classifier host
[DeviceA-classifier-host] if-match acl 2002
[DeviceA-classifier-host] quit

# server cir  102400kbps
DSCP 0

[DeviceA] traffic behavior server
[DeviceA-behavior-server] car cir 102400 red remark-dscp-pass O
[DeviceA-behavior-server] quit

# host cir  25600kbps

[DeviceA] traffic behavior host
[DeviceA-behavior-host] car cir 25600
[DeviceA-behavior-host] quit



# QoS car server server host
host

[DeviceA] qos policy car

[DeviceA-gospolicy-car] classifier server behavior server

[DeviceA-qospolicy-car] classifier host behavior host

[DeviceA-gospolicy-car] quit

# QoS car GigabitEthernet1/0/1

[DeviceA] interface GigabitEthernet 1/0/1

[DeviceA-GigabitEthernetl/0/1] qos apply policy car inbound

(2) Device B

# ACL3001 HTTP

<DeviceB> system-view

[DeviceB] acl number 3001

[DeviceB-acl-adv-3001] rule permit tcp destination-port eq 80

[DeviceB-acl-adv-3001] quit

# http ACL 3001

[DeviceB] traffic classifier http

[DeviceB-classifier-http] if-match acl 3001

[DeviceB-classifier-http] quit

# class

[DeviceB] traffic classifier class

[DeviceB-classifier-class] if-match any

[DeviceB-classifier-class] quit

# car_inbound cir  204800kbps

[DeviceB] traffic behavior car_inbound
[DeviceB-behavior-car_inbound] car cir 204800
[DeviceB-behavior-car_inbound] quit

# car_outbound o

r  102400kbps

[DeviceB] traffic behavior car_outbound

[DeviceB-behavior-car_outbound] car cir 102400
[DeviceB-behavior-car_outbound] quit

# QoS car_inbound class car_inbound
[DeviceB] qos policy car_inbound

[DeviceB-qgospolicy-car_inbound] classifier class behavior car_inbound
[DeviceB-gospolicy-car_inbound] quit

# QoS car_outbound http car_outbound
[DeviceB] qos policy car_outbound

[DeviceB-gospolicy-car_outbound] classifier http behavior car_outbound
# QoS car_inbound GigabitEthernet1/0/1

[DeviceB] interface GigabitEthernet 1/0/1
[DeviceB-GigabitEthernetl/0/1] qos apply policy car_inbound inbound

# QoS car_outbound GigabitEthernet1/0/2

[DeviceB] interface GigabitEthernet 1/0/2
[DeviceB-GigabitEthernetl/0/2] qos apply policy car_outbound outbound
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WRR
55331111
500Mbps
WRR
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5.2

5-1
Sp 5.3.1
WRR 5.3.2
WFQ 5.3.3
SP+WRR 5.3.4
SP+WFQ 2.3.5
5.4
5.3
i
port link-mode route
531 SP
1.
5-2 SP
system-view
interface interface-type
interface-number
SP qos sp WRR
2.
1)
GigabitEthernet1/0/1 SP
(2)
#

5-4



5.3.2

<Sysname> system-view

# GigabitEthernetl/0/1  SP

[Sysname] interface GigabitEthernet 1/0/1
[Sysname-GigabitEthernetl/0/1] qos sp

WRR
1.
5-3 WRR
system-view -
interface interface-type interface-number | -
WRR gos wrr { byte-count | weight } WRR
id b WRR
WRR qos wrr queue-id group 1 { byte-count | 1 1 2
weight } schedule-value
3 45 9 13 15
% i
WRR WRR
2.
1)
. GigabitEthernet1/0/1 WRR
. 0 7 WRR 1 2 46 1 2 46
(2)
#

<Sysname> system-view

# GigabitEthernet 1/0/1
[Sysname] interface GigabitEthernet 1/0/1

[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]

gos
gos
gos
gos
gos
gos
gos
gos
gos

WRR

wrr weight

wrr

wrr

wrr

wrr

wrr

wrr

wrr

wrr

0
1

N o ok N

group
group
group
group
group
group
group
group

P R R R R R R R

weight
weight
weight
weight
weight
weight
weight
weight

o AN PP O DMDNPR



5.3.3 WFQ

5-4 WFQ

system-view -

interface interface-type interface-number | -

WFQ gos wfq { byte-count | weight } WRR
. WFQ
gos wfq queue-id group 1 { byte-count |
WFQ weight } schedule-value WFQl
WFQ gos bandwidth queue queue-id min
bandwidth-value 64Kbps
=
WFQ WFQ
2.
1)
. GigabitEthernet1/0/1 WFQ
i 0 7 WFQ 11 2 5 10 10 10 10
o 100Mbps
(2)
#

<Sysname> system-view

# GigabitEthernet1/0/1  WFQ

[Sysname] interface GigabitEthernet 1/0/1
[Sysname-GigabitEthernetl/0/1] qos wfq byte-count
[Sysname-GigabitEthernetl/0/1] qos wfq
[Sysname-GigabitEthernetl/0/1] qos wfq
[Sysname-GigabitEthernetl/0/1] qos wfq
[Sysname-GigabitEthernetl/0/1] qos wfq
[Sysname-GigabitEthernetl/0/1] qos wfq
[Sysname-GigabitEthernetl/0/1] qos wfq
[Sysname-GigabitEthernetl/0/1] qgos wfq
[Sysname-GigabitEthernetl/0/1] qos wfq 7 group 1 byte-count 10
[Sysname-GigabitEthernetl1/0/1] gos bandwidth queue O min 100000
[Sysname-GigabitEthernetl/0/1] gos bandwidth queue 1 min 100000

group 1 byte-count 1
group byte-count 1
group byte-count 2
group byte-count 5

group byte-count 10

o o~ W NP O

1
1
1
group 1 byte-count 10
1
1

group byte-count 10
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[Sysname] interface GigabitEthernet 1/0/1

[Sysname-GigabitEthernetl/0/1] gos wrr byte-count
[Sysname-GigabitEthernetl/0/1] gos wrr 4 group sp
[Sysname-GigabitEthernetl/0/1] gqos wrr 5 group sp

5-7

[Sysname-GigabitEthernetl/0/1] qos bandwidth queue 2 min 100000
[Sysname-GigabitEthernetl/0/1] gos bandwidth queue 3 min 100000
[Sysname-GigabitEthernetl/0/1] gos bandwidth queue 4 min 100000
[Sysname-GigabitEthernetl1/0/1] gos bandwidth queue 5 min 100000
[Sysname-GigabitEthernetl/0/1] gos bandwidth queue 6 min 100000
[Sysname-GigabitEthernetl/0/1] gos bandwidth queue 7 min 100000
5.34 SP+WRR
1.
5-5 SP WRR

system-view -

interface interface-type )

interface-number

WRR gos wrr { byte-count | weight } WRR
. WRR
SP gos wrr queue-id group sp WRR
WRR gos wrr queue-id group 1 WRR 1

{weight | byte-count } 1 23 459

schedule-value 13 15
& i

WRR WRR
2.
)
o GigabitEthernet1/0/1 SP+WRR WRR
° GigabitEthernet 1/0/1 4 7 SP
o GigabitEthernet 1/0/1 0123 WRR 12
1 3

)
#
<Sysname> system-view
# GigabitEthernet 1/0/1 SP+WRR



[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]

SP+WFQ

5-6 SP WFQ

gos
gos
gos
gos
gos
gos

wrr 6 group sp
Sp

1 byte-count 1

wrr 7 group

wrr O group

wrr 1 group 1 byte-count 2

wrr 2 group 1 byte-count 1

wrr 3 group 1 byte-count 3

system-view

interface interface-type
interface-number

WFQ

gos wfq { byte-count | weight }

WRR

SP

gos wfq queue-id group sp

WFQ

WFQ

WFQ

gos wfq queue-id group 1
{weight | byte-count }
schedule-value 1

WFQ

WFQ

WFQ

gos bandwidth queue queue-id
min bandwidth-value

WFQ
64Kbps

= i

WFQ

WFQ

1)

. GigabitEthernet1/0/1

. GigabitEthernet1/0/1
. GigabitEthernet1/0/1

(2)
#
<Sysname> system-view

# GigabitEthernet1/0/1

SP+WFQ

4 7

01 2 3
128Mbps

SP
WFQ

SP+WFQ

[Sysname] interface GigabitEthernet 1/0/1
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5.4

5.4.1

[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]
[Sysname-GigabitEthernetl/0/1]

gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos

wfq weight

wfq 4 group sp

wfgq 5 group sp

wfq 6 group sp

wfq 7 group sp

wfg O group 1 weight 1
bandwidth queue 4 min 128000
wfg 1 group 1 weight 2
bandwidth queue 5 min 128000
wfgq 2 group 1 weight 1
bandwidth queue 6 min 128000
wfgq 3 group 1 weight 3
bandwidth queue 7 min 128000

Z

@ ”

port link-mode route

WRR SP WFQ

e SP WRR
- SP
e WRR WFQ

SP WRR

5-5 SP WRR

Q7 Q6 Qs Q4

SP WRR WFQ sp
WFQ
5-5
Q3 Q2 Q1 Q0

I:I SP group

. 7 Q7

I:I:I:I:I WRR group 1



. 012 3 46 7 5 WRR 1

5.4.2

5-7

system-view -

gos gmprofile profile-name

queue queue-id sp

queue queue-id wrr group 1
{ byte-count | weight } SP
schedule-value

queue queue-id wfq group 1
{ byte-count | weight }| e
schedule-value

SP+WRR
SP+WFQ
bandwidth queue queue-id min WRR+WFQ
bandwidth-value
. WFQ
quit -
interface interface-type

interface-number

gos apply gmprofile profile-name

5.4.3

display

5-8

display gos gmprofile configuration [ profile-name ] [ slot slot-number ]

display gos gmprofile interface [ interface-type interface-number ]
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5.4.4

5.5

WRR

1.
GigabitEthernet1/0/1
. 7
. 0 6
10 7
2.
#

<Sysname> system-view

#

gml

[Sysname] qos gmprofile gml

[Sysname-gmprofile-gml]

#

7 SP

[Sysname-gmprofile-gml] queue

#

0 6

WRR

[Sysname-gmprofile-gml] queue

[Sysname-gmprofile-gml] queue

[Sysname-gmprofile-gml] queue

[Sysname-gmprofile-gml] queue

[Sysname-gmprofile-gml] queue

[Sysname-gmprofile-gml] queue

[Sysname-gmprofile-gml] queue

[Sysname-gmprofile-gml] quit
gml

#

7 sp

1

O wrr group 1 weight

1 wrr group 1 weight

2 wrr group 1 weight

3 wrr group 1 weight

4 wrr group 1 weight

5 wrr group 1 weight

6 wrr group 1 weight
GigabitEthernet1/0/1

WRR

[Sysname] interface GigabitEthernet 1/0/1
[Sysname-GigabitEthernetl/0/1] qos apply gmprofile gml

21 2 4 6 8

21 2 4 6 8 10

o o MNP DN

GigabitEthernet1/0/1
display
5-9
SP display gos queue sp interface [ interface-type interface-number ]
WRR display gos queue wrr interface [ interface-type interface-number ]
WFQ display gos queue wfq interface [ interface-type interface-number ]

display gos queue-statistics interface [ interface-type
interface-number ] outbound

5-11



6.1
TCP
6.1.1
Tail-Drop
TCP TCP TCP
6.1.2 RED WRED
TCP RED WRED
RED WRED TCP TCP
TCP
TCP
RED
WRED
6.1.3
WRED
RFC 2481 ECN ECN IP DS



ECN DS
ECN
. ECN ECT ECN-Capable Transport
. CE Congestion Experienced
= i
. DS 1321 1P DSCP
. ECT 1 CE 0 ECT 0 CE 1
ECN
ECN
. ECN
ECN ECN ECN ECT
CE 1 ECN
ECT CE 1 ECN ECT
CE 0
. ECN
ECN ECN
6.2 WRED
WRED
WRED
. 0 1 2
= 1-1/2"
x 12" n



6.2.1

&

WRED

portlink-mode route

“

6-1 WRED
system-view -
WRED gqos wred queue table table-name -
queue queue-id weighting-constant
exponent 9
WRED queue queue-id [ drop-level drop-level | low-limit 100
low-limit low-limit high-limit high-limit high-limit 1000
[ discard-probability discard-prob ] discard-prob 10
gueue queue-id ecn
interface interface-type interface-number | -
WRED
WRED os wred apply [ table-name
q pply [ ] WRED
WRED
WRED
6.2.2
1.
GigabitEthernet1/0/2 WRED
i 0
3 7
L 0 25%
50% 75% 3 5% 10% 25%
7 1% 5% 10%
o 7
2.
# WRED

<Sysname> system-view
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[Sysname] qos wred queue table queue-tablel

[Sysname-wred-table-queue-tablel] queue O drop-level low-limit 128 high-limit 512
discard-probability 25
[Sysname-wred-table-queue-tablel] queue O drop-level low-limit 128 high-limit 512
discard-probability 50
[Sysname-wred-table-queue-tablel] queue O drop-level low-limit 128 high-limit 512
discard-probability 75
[Sysname-wred-table-queue-tablel] queue 3 drop-level low-limit 256 high-limit 640
discard-probability 5
[Sysname-wred-table-queue-tablel] queue 3 drop-level low-limit 256 high-limit 640
discard-probability 10
[Sysname-wred-table-queue-tablel] queue 3 drop-level low-limit 256 high-limit 640
discard-probability 25
[Sysname-wred-table-queue-tablel] queue 7 drop-level low-limit 512 high-limit 1024
discard-probability 1
[Sysname-wred-table-queue-tablel] queue 7 drop-level low-limit 512 high-limit 1024
discard-probability 5
[Sysname-wred-table-queue-tablel] queue 7 drop-level low-limit 512 high-limit 1024
discard-probability 10
[Sysname-wred-table-queue-tablel] queue 7 ecn
[Sysname-wred-table-queue-tablel] quit
# GigabitEthernet1/0/2 WRED
[Sysname] interface GigabitEthernet 1/0/2
[Sysname-GigabitEthernetl/0/2] gos wred apply queue-tablel
6.3 WRED
display WRED
6-2 WRED
WRED display gos wred interface [ interface-type interface-number ]
WRED display gos wred table [ name table-name ] [ slot slot-number ]
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7.1

7.2

7-1

system-view

traffic classifier classifier-name
[ operator { and | or } ]

if-match match-criteria

QoS
if-match

quit

traffic behavior behavior-name

filter { deny | permit }

filter deny

quit

qos policy policy-name

classifier classifier-name behavior
behavior-name [ insert-before
before-classifier-name ]

quit

QoS

224 1. QoS

VLAN

224 2. VLAN QoS

2.2.4 3. QoS

2.2.4 4. QoS

QoS

display traffic behavior user-defined
[ behavior-name ]

display
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7.3

7.3.1

1.
Host GigabitEthernet1/0/1 Device
GigabitEthernet1/0/1 21

2.

7-1

Host Device

GE1/01

3.
# ACL 3000 21

<Device> system-view

[Device] acl number 3000

[Device-acl-adv-3000] rule O permit tcp source-port eq 21
[Device-acl-adv-3000] quit

# classifier_1 ACL 3000

[Device] traffic classifier classifier_1
[Device-classifier-classifier_1] if-match acl 3000
[Device-classifier-classifier_1] quit

# behavior_1 deny

[Device] traffic behavior behavior_1
[Device-behavior-behavior_1] filter deny
[Device-behavior-behavior_1] quit

# policy classifier_1 behavior_1
[Device] qos policy policy

[Device-qospolicy-policy] classifier classifier_1 behavior behavior_1

[Device-qospolicy-policy] quit
# policy GigabitEthernet1/0/1

[Device] interface GigabitEthernet 1/0/1
[Device-GigabitEthernetl/0/1] qos apply policy policy inbound

TCP



8.2

8.2.1

IP
IP IP DSCP IP
1.
C E
. green
. E yellow
. E red
X
CAR CAR
CAR

2.

802.1p dotlp-dp

0



Z i

8.2.2
1.
DSCP 802.1p
= i
CAR
2.
DSCP 802.1p
X i
o CAR QoS
L car
QoS
8.3
8-1
system-view
traffic classifier classifier-name
[ operator {and | or }]
if-match match-criteria
QoS
if-match

quit

traffic behavior behavior-name
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802.1p remark [ green | red | yellow ] dotlp

dotlp-value
remark dotlp customer-dotlp-trust

remark drop-precedence
drop-precedence-value

remark [ green | red | yellow ] dscp

DSCP dscp-value

remark ip-precedence
P ip-precedence-value

remark [ green | red | yellow ]
local-precedence local-precedence-value

QoS ID | remark qos-local-id local-id-value

CVLAN remark customer-vlan-id vlan-id

SVLAN remark service-vlan-id vlan-id

remark
local-precedence remark
gos-local-id remark
drop-precedence

QoS ID 1 3999

CVLAN

SVLAN
VLAN

SVLAN “

“ QinQn

quit

gos policy policy-name

classifier classifier-name behavior
behavior-name [ insert-before
before-classifier-name ]

quit

QoS

224 1. QoS

VLAN 224 2. VLAN QoS

224 3. QoS

224 4. QoS

QoS

display traffic behavior user-defined
[ behavior-name ]

display

8.4

8.4.1

Device



. HostA Host B GigabitEthernet1/0/1 Device

. GigabitEthernet1/0/2 Device
Device
o HostA HostB
. HostA HostB
. HostA HostB
2.
8-1
Internet
Host A Data server
192.168.0.1/24
GE1/0/1 GE1/0/2 Mail server
Host B 192.168.0.2/24
Device
File server
192.168.0.3/24
3.
# ACL 3000 IP 192.168.0.1

<Device> system-view

[Device] acl number 3000

[Device-acl-adv-3000] rule permit ip destination 192.168.0.1 0
[Device-acl-adv-3000] quit

# ACL 3001 IP 192.168.0.2

[Device] acl number 3001

[Device-acl-adv-3001] rule permit ip destination 192.168.0.2 0
[Device-acl-adv-3001] quit

# ACL 3002 IP 192.168.0.3

[Device] acl number 3002

[Device-acl-adv-3002] rule permit ip destination 192.168.0.3 0
[Device-acl-adv-3002] quit

# classifier_dbserver ACL 3000

[Device] traffic classifier classifier_dbserver
[Device-classifier-classifier_dbserver] if-match acl 3000
[Device-classifier-classifier_dbserver] quit

# classifier_mserver ACL 3001

[Device] traffic classifier classifier_mserver
[Device-classifier-classifier_mserver] if-match acl 3001
[Device-classifier-classifier_mserver] quit

# classifier_fserver ACL 3002
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8.4.2

[Device] traffic classifier classifier_fserver

[Device-classifier-classifier_fserver] if-match acl 3002
[Device-classifier-classifier_fserver] quit

# behavior_dbserver 4

[Device] traffic behavior behavior_dbserver

[Device-behavior-behavior_dbserver] remark local-precedence 4
[Device-behavior-behavior_dbserver] quit

# behavior_mserver 3

[Device] traffic behavior behavior_mserver

[Device-behavior-behavior_mserver] remark local-precedence 3
[Device-behavior-behavior_mserver] quit

# behavior_fserver 2

[Device] traffic behavior behavior_fserver

[Device-behavior-behavior_fserver] remark local-precedence 2
[Device-behavior-behavior_fserver] quit

# policy_server

[Device] qos policy policy_server

[Device-gospolicy-policy_server] classifier classifier_dbserver behavior behavior_dbserver
[Device-gospolicy-policy_server] classifier classifier_mserver behavior behavior_mserver
[Device-qgospolicy-policy_server] classifier classifier_fserver behavior behavior_fserver
[Device-qgospolicy-policy_server] quit

# policy_server GigabitEthernet1/0/1

[Device] interface GigabitEthernet 1/0/1

[Device-GigabitEthernetl/0/1] qos apply policy policy_server inbound
[Device-GigabitEthernetl/0/1] quit

gos-local-id

gos-local-id

102400Kbps 204800Kbps
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8-2 gos-local-id

SwitchA
GE1/0/1

S

Admin dept. R&D dept. Marketing dept.1 Marketing dept.2

192.168.1.0/24 192.168.2.0/24 192.168.3.0/24 192.168.4.0/24
3.
L ]
. QoS

QoS

4.
[ ]
# IPv4 ACL 2001

<SwitchA> system-view

[SwitchA] acl number 2001

[SwitchA-acl-basic-2001] rule permit source 192.168.1.0 0.0.0.255
[SwitchA-acl-basic-2001] quit

# IPv4 ACL 2002

[SwitchA] acl number 2002

[SwitchA-acl-basic-2002] rule permit source 192.168.2.0 0.0.0.255
[SwitchA-acl-basic-2002] quit

# admin ACL 2001

[SwitchA] traffic classifier admin
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[SwitchA-classifier-admin] if-match acl 2001
[SwitchA-classifier-admin] quit

# rd ACL 2002
[SwitchA] traffic classifier rd

[SwitchA-classifier-rd] if-match acl 2002
[SwitchA-classifier-rd] quit

# car_admin_rd 102400Kbps
[SwitchA] traffic behavior car_admin_rd
[SwitchA-behavior-car_admin_rd] car cir 102400
[SwitchA-behavior-car_admin_rd] quit

# QoS car admin rd car_admin_rd
[SwitchA] qos policy car

[SwitchA-gospolicy-car] classifier admin behavior car_admin_rd
[SwitchA-gospolicy-car] classifier rd behavior car_admin_rd
[SwitchA-gospolicy-car] quit

# IPv4 ACL 2003

[SwitchA] acl number 2003

[SwitchA-acl-basic-2003] rule permit source 192.168.3.0 0.0.0.255

[SwitchA-acl-basic-2003] quit

# IPv4 ACL 2004

[SwitchA] acl number 2004

[SwitchA-acl-basic-2004] rule permit source 192.168.4.0 0.0.0.255

[SwitchA-acl-basic-2004] quit

# marketing

[SwitchA] traffic classifier marketing operator or

[SwitchA-classifier-marketing] if-match acl 2003

[SwitchA-classifier-marketing] if-match acl 2004

[SwitchA-classifier-marketing] quit

# remark_local id QoS 100

[SwitchA] traffic behavior remark_local_id

[SwitchA-behavior-remark_local_id] remark qos-local-id 100

[SwitchA-behavior-remark_local_id] quit

# marketing_car

[SwitchA] traffic classifier marketing_car

[SwitchA-classifier-marketing_car] if-match qos-local-id 100

[SwitchA-classifier-marketing_car] quit

# marketing_car 204800Kbps

[SwitchA] traffic behavior marketing car

[SwitchA-behavior-marketing_car] car cir 204800

[SwitchA-behavior-marketing_car] quit

# QoS car marketing remark_local_id QoS
100

[SwitchA] qos policy car

[SwitchA-gospolicy-car] classifier marketing behavior remark_ local_id
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# marketing_car marketing_car QoS 100

[SwitchA-gospolicy-car] classifier marketing_car behavior marketing_car
[SwitchA-gospolicy-car] quit

# QoS car GigabitEthernet1/0/1

[SwitchA] interface GigabitEthernet 1/0/1
[SwitchA-GigabitEthernetl/0/1] qos apply policy car inbound



9 Nest

9.1 Nest

Nest
VLAN Tag

9.2 Nest

9-1 Nest

VLAN Tag

VLAN Tag

VLAN VLAN Tag

VLAN

system-view

traffic classifier classifier-name
[ operator {and | or }]

if-match match-criteria

QoS
if-match

quit

traffic behavior behavior-name

VLAN Tag

nest top-most vlan vlan-id

VLAN Tag

quit

gos policy policy-name

classifier classifier-name behavior
behavior-name [ insert-before
before-classifier-name ]

quit

224 1. QoS

QoS VLAN

2.2.4 2. VLAN QoS

2.24 3. QoS

QoS
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9.3 Nest

9.3.1 Nest
1.
. VPN A Sitel Site?2 VLAN 5
SP VPN SP  VLAN 100
. SP
2.
9-1 Nest

Public network

PE 1 @GEWO& GE1/0/2 @ PE 2
GE1/0/1 VLAN 100 | VLAN 5 | Data VLAN 100 | VLAN 5 | Data | | GE1/0/1

VLAN 5 | Data VLAN 5 | Data
s ‘ VPN A VPN A
CE1 VIAN5  site1 Site 2 ez
3.
(1) PE 1
# test GigabitEthernet1/0/1 VLAN ID 5

<PE1> system-view

[PE1] traffic classifier test
[PE1l-classifier-test] if-match service-vlan-id 5
[PE1-classifier-test] quit

# test VLAN ID 100 VLAN Tag
[PE1] traffic behavior test

[PE1-behavior-test] nest top-most vlan 100
[PE1-behavior-test] quit

# test test test

[PE1] qos policy test

[PE1-qospolicy-test] classifier test behavior test
[PE1-qospolicy-test] quit
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# GigabitEthernet1/0/1  Hybrid VLAN 100

[PE1] interface GigabitEthernet 1/0/1
[PE1-GigabitEthernetl/0/1] port link-type hybrid
[PE1-GigabitEthernetl1/0/1] port hybrid vlan 100 untagged

# GigabitEthernet1/0/1 test
[PE1-GigabitEthernetl/0/1] qos apply policy test inbound
[PE1-GigabitEthernetl/0/1] quit

# GigabitEthernet1/0/2  Trunk VLAN 100
[PE1] interface GigabitEthernet 1/0/2
[PE1-GigabitEthernetl/0/2] port link-type trunk
[PE1-GigabitEthernetl/0/2] port trunk permit vlan 100
[PE1-GigabitEthernetl/0/2] quit

(2) PE 2

PE 2 PE 1

9-3
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10

10.1
° CPU CPU CPU
[ ]
10.2
10-1
system-view
traffic classifier classifier-name
[ operator {and | or }]
if-match match-criteria
QoS
if-match
quit
traffic behavior behavior-name
redirect { cpu | interface interface-type
interface-number }
CPU
quit
gos policy policy-name
classifier classifier-name behavior
behavior-name [ insert-before
before-classifier-name ]
quit
224 1. QoS
QoS VLAN 2.2.4 2. VLAN QoS
2.2.4 3. QoS QoS
2.2.4 4. QoS
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display traffic behavior user-defined
[ behavior-name ]

display

10.3
10.3.1
1.
o Device A Device B Device A Device B
. Device A GigabitEthernet1/0/2  Device B GigabitEthernet1/0/2
VLAN 200
o Device A GigabitEthernetl/0/3  Device B GigabitEthernet1/0/3
VLAN 201
o Device A Vlan-interface200 IP 200.1.1.1/24 Vlan-interface201
201.1.1.1/24
o Device B Vlan-interface200 IP 200.1.1.2/24 Vlan-interface201
201.1.1.2/24
° Device A GigabitEthernet1/0/1 IP 21.1.1
GigabitEthernet1/0/2
o Device A GigabitEthernet1/0/1 IP 21.1.2
GigabitEthernet1/0/3
o Device A GigabitEthernet1/0/1
2.
10-1
GE1/0/2 GE1/0/2
VLAN 200 VLAN 200
Device A Vlan-int200 Vlan-int200 Device B
200.1.1.1/24 200.1.1.2/24
GE1/0/1@ @ GE1/0/1
GE1/0/3 GE1/0/3
VLAN 201 VLAN 201
Vlan-int201 Vlan-int201
201.1.1.1/24 201.1.1.2/124
3.
# ACL 2000 IP 21.1.1

<DeviceA> system-view
[DeviceA] acl number 2000

[DeviceA-acl-basic-2000] rule permit source 2.1.1.1 0

10-2

IP

IP



[DeviceA-acl-basic-2000] quit

# ACL 2001 IP 2112

[DeviceA] acl number 2001

[DeviceA-acl-basic-2001] rule permit source 2.1.1.2 0
[DeviceA-acl-basic-2001] quit

# classifier_1 ACL 2000

[DeviceA] traffic classifier classifier_1l
[DeviceA-classifier-classifier_1] if-match acl 2000
[DeviceA-classifier-classifier_1] quit

# classifier_2 ACL 2001

[DeviceA] traffic classifier classifier_2
[DeviceA-classifier-classifier_2] if-match acl 2001
[DeviceA-classifier-classifier_2] quit

# behavior_1 GigabitEthernet1/0/2

[DeviceA] traffic behavior behavior_1

[DeviceA-behavior-behavior_1] redirect interface GigabitEthernet 1/0/2
[DeviceA-behavior-behavior_1] quit

# behavior_2 GigabitEthernet1/0/3

[DeviceA] traffic behavior behavior_2

[DeviceA-behavior-behavior_2] redirect interface GigabitEthernet 1/0/3
[DeviceA-behavior-behavior_2] quit

# policy classifier_1 behavior_1 classifier_2
behavior_2

[DeviceA] qos policy policy

[DeviceA-qospolicy-policy] classifier classifier_1 behavior behavior_1
[DeviceA-gospolicy-policy] classifier classifier_2 behavior behavior_2
[DeviceA-gospolicy-policy] quit

# policy GigabitEthernet1/0/1

[DeviceA] interface GigabitEthernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] qos apply policy policy inbound
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11

CAR
11.1 CAR
CAR CAR
CAR CAR CAR
11.11 CAR
CAR CAR
CAR CAR
11.1.2 CAR
CAR CAR CAR
CAR
CAR CAR CAR
. and CAR CAR
CAR CAR and
CAR CAR
Internet CAR 1 2 240kbps
CAR 320kbps 1 2
Internet 1
320kbps
o or CAR CAR
CAR CAR or
CAR
CAR 1 2 240kbps
CAR 560kbps 1 240kbps 2
320kbps
CAR 1024kbps 2048kbps or CAR
3072kbps
2048kbps 1024kbps
and CAR 3072kbps
1024kbps
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11.2 CAR

111 CAR

system-view

CAR

gos car car-name aggregative cir
committed-information-rate [ cbs
committed-burst-size [ ebs
excess-burst-size ]] [ green action | red
action | yellow action ] *

gos car car-name aggregative cir
committed-information-rate [ cbs
committed-burst-size ] pir
peek-information-rate [ ebs
excess-burst-size ] [ green action | red
action | yellow action ] *

CAR

traffic behavior behavior-name

CAR

car name agg-car-name

CAR

11.3 CAR

11-2 CAR

system-view

CAR

gos car hierarchy-car-name hierarchy
cir committed-information-rate [ cbs
committed-burst-size [ ebs
excess-burst-size ] |

gos car hierarchy-car-name hierarchy
cir committed-information-rate [ cbs
committed-burst-size ] pir
peek-information-rate [ ebs
excess-burst-size ]

CAR

traffic behavior behavior-name

CAR
CAR

car name agg-car-name hierarchy-car
hierarchy-car-name [ mode { and | or } ]
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car cir committed-information-rate

CAR

[ cbs committed-burst-size [ ebs CAR 4.2
excess-burst-size ] ] [ green action |
red action | yellow action ]
*[ hierarchy-car hierarchy-car-name
[mode{and|or}]]
CAR
CAR car cir committed-information-rate
[ cbs committed-burst-size ] pir
peak-information-rate [ ebs
excess-burst-size ] [ green action | red
action | yellow action ] *[ hierarchy-car
hierarchy-car-name [ mode { and |
or}]]
11.4 CAR
display CAR
reset CAR
11-3 CAR
CAR display gos car name [ car-name ]
CAR reset qos car name [ car-name |
11.5 CAR
11.5.1
CAR GigabitEthernet1/0/1 VLAN10 VLAN100
cir 2560 chs 20480
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11.5.2

111 CAR

Device

GE1/0/1

VLAN10 VLAN100

11.5.3

# CAR

<Device> system-view

[Device] qos car aggcar-1 aggregative cir 2560 cbs 20480 red discard
# VLAN10 CAR
[Device] traffic classifier 1

[Device-classifier-1] if-match service-vlan-id 10
[Device-classifier-1] quit

[Device] traffic behavior 1

[Device-behavior-1] car name aggcar-1
[Device-behavior-1] quit

# VLAN100 CAR
[Device] traffic classifier 2

[Device-classifier-2] if-match service-vlan-id 100
[Device-classifier-2] quit

[Device] traffic behavior 2

[Device-behavior-2] car name aggcar-1
[Device-behavior-2] quit

# QoS

[Device] qgos policy car

[Device-qospolicy-car] classifier 1 behavior 1
[Device-gospolicy-car] classifier 2 behavior 2
[Device-gospolicy-car] quit
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11.6

# QoS GigabitEthernet1/0/1

[Device] interface GigabitEthernet 1/0/1
[Device-GigabitEthernetl/0/1]qos apply policy car inbound

11.6.1 and

CAR
1.
GigabitEthernet1/0/1  GigabitEthernet1//2 HTTP
HTTP 240kbps CAR
320kbps
2.
11-2 and
Internet
Device
GE1/0/2
3.
# CAR

<Device> system-view

[Device] gqos car http hierarchy cir 320

# ACL 3000 HTTP

[Device] acl number 3000

[Device-acl-basic-3000] rule permit tcp destination-port eq 80
[Device-acl-basic-3000] quit

# HTTP CAR CAR
[Device] traffic classifier 1

[Device-classifier-1] if-match acl 3000

[Device-classifier-1] quit

[Device] traffic behavior 1

[Device-behavior-1] car cir 240 hierarchy-car http mode and
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[Device-behavior-1] quit

# QoS

[Device] qos policy http

[Device-qospolicy-http] classifier 1 behavior 1
[Device-qospolicy-http] quit

# QoS GigabitEthernetl/0/1  GigabitEthernet1/0/2
[Device] interface gigabitethernet 1/0/1
[Device-GigabitEthernetl/0/1] qos apply policy http inbound
[Device-GigabitEthernetl/0/1] quit

[Device] interface gigabitethernet 1/0/2
[Device-GigabitEthernetl/0/2] qos apply policy http inbound

11.6.2 or
1.
GigabitEthernet1/0/1 192.168.0.2 192.168.0.3
cir  240kbps
CAR 640kbps
2.
11-3 or
Device
SR
GE1/0/1

192.168.0.2 192.168.0.3

3.
# CAR

<Device> system-view

[Device] gos car video hierarchy cir 640

# 192.168.0.2 CAR CAR

[Device] acl number 2000
[Device-acl-basic-2000] rule permit source 192.168.0.2 0.0.0.0
[Device-acl-basic-2000] quit
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[Device] traffic classifier 1

[Device-classifier-1] if-match acl 2000
[Device-classifier-1] quit

[Device] traffic behavior 1

[Device-behavior-1] car cir 240 hierarchy-car video mode or
[Device-behavior-1] quit

# 192.168.0.3 CAR

[Device] acl number 2001

[Device-acl-basic-2001] rule permit source 192.168.0.3 0.0.0.0
[Device-acl-basic-2001] quit

[Device] traffic classifier 2

[Device-classifier-2] if-match acl 2001
[Device-classifier-2] quit

[Device] traffic behavior 2

[Device-behavior-2] car cir 240 hierarchy-car video mode or
[Device-behavior-2] quit

# QoS

[Device] qos policy video

[Device-gospolicy-video] classifier 1 behavior 1
[Device-gospolicy-video] classifier 2 behavior 2
[Device-gospolicy-video] quit

# QoS GigabitEthernet1/0/1

[Device] interface gigabitethernet 1/0/1
[Device-GigabitEthernetl/0/1] qos apply policy video inbound
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12.1
IP
12.2
12-1
system-view
traffic classifier classifier-name
[ operator {and | or }]
if-match match-criteria
QoS
if-match
quit
traffic behavior behavior-name
accounting { byte | packet } *
quit
gos policy policy-name
classifier classifier-name behavior
behavior-name [ insert-before
before-classifier-name ]
quit
224 1. QoS
VLAN 2.2.4 2. VLAN QoS
QoS 224 3. QoS
QoS
2.2.4 4. QoS
2.2.4 5. QoS
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display gos policy control-plane slot
slot-number

display gos policy global [ slot
slot-number ] [inbound | outbound ]

display qos policy interface display
[ interface-type interface-number ]
[inbound | outbound ]

display gos vlan-policy { name
policy-name | vlan [ vlan-id ] } [ slot
slot-number ] [ inbound | outbound ]

12.3

12.3.1
1.
Host GigabitEthernet1/0/1 Device
GigabitEthernet1/0/1 IP 1.1.1.1/24

2.

12-1

Host
1.1.1.1/24 Device

GE1/0/1

3.
# ACL 2000 IP 1111

<Device> system-view

[Device] acl number 2000

[Device-acl-basic-2000] rule permit source 1.1.1.1 0
[Device-acl-basic-2000] quit

# classifier_1 ACL 2000

[Device] traffic classifier classifier_1
[Device-classifier-classifier_1] if-match acl 2000
[Device-classifier-classifier_1] quit

# behavior_1

[Device] traffic behavior behavior_1
[Device-behavior-behavior_1] accounting packet
[Device-behavior-behavior_1] quit

# policy classifier_1 behavior_1
[Device] qos policy policy

[Device-qospolicy-policy] classifier classifier_1 behavior behavior_1
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[Device-qospolicy-policy] quit

# policy GigabitEthernet1/0/1

[Device] interface GigabitEthernet 1/0/1
[Device-GigabitEthernetl/0/1] qos apply policy policy inbound
[Device-GigabitEthernetl/0/1] quit

#

[Device] display qos policy interface GigabitEthernet 1/0/1
Interface: GigabitEthernetl/0/1
Direction: Inbound

Policy: policy
Classifier: classifier_1
Operator: AND
Rule(s) :

If-match acl 2000
Behavior: behavior_1
Accounting enable:

28529 (Packets)
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13.1 A

Z i

dotlp-exp dscp-dscp exp-dotlp

13-1 dotlp-lp dotlp-dp

dotlp-Ip dotlp-dp
dotlp Ip dp
0 2 0
1 0 0
2 1 0
3 3 0
4 4 0
5 5 0
6 6 0
7 7 0
13-2 exp-dp
exp-dp
exp (dp)
0 0
1 0
2 0
3 0
4 0
5 0
6 0
7 0
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13-3 dscp-dp dscp-dotlp

dscp-dp dscp-dotlp
dscp dp dotlp
0 7 0 0
8 15 0 1
16 23 0 2
24 31 0 3
32 39 0 4
40 47 0 5
48 55 0 6
56 63 0 7
13.2 B
13.2.1 IP DSCP
13-1 ToS DS
Bits: 0 1 2 3 456 7 Bits: 0 1 2 3 456 7
M
IPva Tos | T reced ;ype. of g DS-Field DSCP cu
byte Ees ENiES ||z (for IPv4,ToS
9| octet,and for
IPv6, Traffic
Must  Classoctet) |Class Selector Currently
RFC 1122 RFC 1349 Be codepoints Unused
Zero
IP Type of Service (ToS) Differentiated Services
RFC 791 Codepoint (DSCP)
RFC 2474
13-1 P ToS 8 bit 3 bit IP
7 RFC 2474 IP ToS DS Differentiated Services
DSCP 6 0 5 0 63 2
13-4 IP
IP IP
0 000 routine
1 001 priority
2 010 immediate
3 011 flash
4 100 flash-override
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IP IP
5 101 critical
6 110 internet
7 111 network
13-5 DSCP
DSCP DSCP
46 101110 ef
10 001010 afll
12 001100 af12
14 001110 af13
18 010010 af21
20 010100 af22
22 010110 af23
26 011010 af31
28 011100 af32
30 011110 af33
34 100010 af41
36 100100 af42
38 100110 af43
8 001000 csl
16 010000 cs2
24 011000 cs3
32 100000 cs4
40 101000 cs5
48 110000 cs6
56 111000 cs7
0 000000 be default
13.2.2 802.1p
802.1p QoS
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13-2 802.1Q

802.1Q

Destination Source header | Length Data FCS(CRC-

Address Address TPi0l TCI /Type 32)
6 bytes 6 bytes 4 bytes 2 bytes 46~1500 bytes 4 bytes

13-2 4 802.1Q 2 TPID Tag Protocol Identifier
2 TCI Tag Control Information TPID 0x8100
13-3 802.1Q Priority 802.1p
802.1p 802.1p
13-3 802.1Q
Byte 1 Byte 2 Byte 3 Byte 4

TPID(Tag protocol identifier)

TCI(Tag control information)

0]10| O Priority | F

C

VLAN ID

76543210765 43210765432107¢6543210

13-6 802.1p
802.1p 802.1p
0 000 best-effort
1 001 background
2 010 spare
3 011 excellent-effort
4 100 controlled-load
5 101 video
6 110 voice
7 111 network-management
13.2.3 EXP
EXP MPLS MPLS QoS
13-4 MPLS
0 19 2223 31
Label IERE TTL
_ 134 Exp EXP 3 0 7
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